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1 Hepeqenb IVIAHUPYEMBIX PE3YyJIbTATOB oﬁyqe}mﬂ no JTUHCHUIIVINHE, COOTHECCHHBIX C IIJIa-

HHUpPYeMbIMH pe3yJIbTaTaAMH 0CBOEHNsI 00pa30BaTeIbHON NPOrpaMMbI

HeJ'IBIO JAUCHHUITIIMHBI <<3aH_II/ITa I/IH(bOpMaI_[I/II/I» SABJIACTCA MMOATOTOBKA o6yqalo1u1/1xc>1 110 HalIpaB-

nenuto noarotoBku 09.03.01 "MudopmaTtnka U BRIYHCIUTEIIbHAS TEXHUKA" TIOCPEACTBOM OOECTICUCHUS
3TanoB (GpopmMupoBaHUS KOMIETeHUUH, npeaycMoTpeHHbIx PI'OC, B yacTH MpeACcTaBIEHHBIX HIDKE 3Ha-
HUW, YMEHUHN U HaBBIKOB.

Sanaann JAUCHUIIIMHBbI ABJAIOTCH:
AaTb 3HAHUA CTyACHTaM 110 OCHOBHBIM YI'pO3aM 0e30macHOCTH KOMIIBIOTEPHBIX CUCTEM;
AaTb 3HAHWA OCHOBHBIX CTaAHAAPTOB 0e30macHOCTH KOMIIBIOTCPHBIX CUCTCM;
JaTb 3HaHUA MOIIeﬂeﬁ 0e30macHOCTU KOMITIBIOTCPHBIX CUCTCM;,
JaTb 3HaHWs OCHOBHBIX KpI/IHTOFpa(bI/I‘-IGCKI/IX CHUCTEM,
AaTb 3HAHWA OCHOB aAMUHUCTPHUPOBAHUA ceTel u 3alllUThI HHq)OpMaHHH B CCTIX.

JucuuniuuHa HampaBieHa Ha (OpPMHUPOBAHHE CIEAYIOMIMX OOMIETTPOPECCUOHANBHBIX U Mpodec-

CHOHAJIBHBIX KOMHGTGHHHﬁ:

OIIK-1. CnocoOHOCTRIO MHCTANIUPOBATh MPOIPaMMHOE M allapaTHoe obecredeHue A uHpopma-
LIUOHHBIX U aBTOMaTHU3HUPOBAHHBIX CUCTEM.

OIIK-2. CnocoGHOCTBIO OCBaMBATh METOAWKH MCIIOIB30BAHUS MPOTPAMMHBIX CPEICTB ISl PEIICHHS
MPAKTUYECKHX 3a/1a4.

OIIK-4. CriocoGHOCTBIO y4yacTBOBaTh B HACTPOMKE M HajlaJIke MpPOTrpaMMHO-aINapaTHBIX KOMILIEK-
COB.

OIIK-5. criocoOHOCTBIO pemaTh CTaHAAPTHBIE 3a/laul MPO(GECCHOHATBLHON AEATEIbHOCTH Ha OCHOBE
uHpoOpMalMOHHOM u  Oubnuorpaduyeckoil  KynbTypel C TNpUMEHEHHEM HH(OpPMaIOHHO-
KOMMYHMKAI[MOHHBIX TEXHOJIOTUI U C YI4ETOM OCHOBHBIX TpeOOBaHMI MHPOPMAIIMOHHOM 6e30MacHo-
CTH

[1K-3. crtocoOHOCTBI0 0OOCHOBBIBATH MPUHUMAEMbIE MTPOEKTHBIE PEIICHHS, OCYIIECTBIATH MIOCTAaHOB-
KY | BBITIOJIHATH KCIIEPHUMEHTHI TI0 TIPOBEPKE UX KOPPEKTHOCTH U 3P (PEKTUBHOCTH.

B pesysabTare ocBoOeHUSsI AUCHUILINHBI 00Y4aIOLIUIiCS 10JIKEH 3HATh:
aKTyalbHOCTh M BOXKHOCTB Mpo0sieMbl nHpopMmaironHoi 6e3onacHoctu (OITK-5)
1IeJIM, 3a/1a4M, TPUHIMITEI 1 OCHOBHBIE HAaNpaBJeHUsl oOecredeHnss HHPOPMaIMOHHONW 6e30MacHOCTH
(OIIK-5, IIK-3);
3HaTh OCHOBHBIE MTOJIOKEHHS 3aKOHO/IaTENIbCTBA B 00JIACTH COBPEMEHHOT'O aBTOPCKOTO MpaBa U 3allu-
To1 H(pOpManuu (OI1K-2);
HBOJIIOIUIO, TEHJACHIINIO U MEPCIEKTUBBI Pa3BUTHS METOAOB U CPEJICTB 3aAIIUTHl KOMIIBIOTEPHON HH-
dopmanuu (OI1K-2);
OCHOBHBIE METO/IBI 3alIUTHI KOH(UACHIIHATEHON KoMIboTepHO# nHopMmaru (OITK-5, T1K-3, OIITK-
1);
OCHOBHBIE MTOHSATHS, UCTIONb3yeMbIe B cdepe 3anmTthl uHdopmarnuu (OITK-5);
yrpo3bl HH(GOPMAIIMOHHON 0€30MaCHOCTH U KJIACCU(PHUKALMIO KAHAIOB HECAHKIIMOHUPOBAHHOIO J0C-
tyna k uapopmarmu (OITK-5);
COBPEMEHHBIE TIOAXO/IbI K MOCTPOCHUIO cucteM 3amuThl nHpopmarmu (IT1K-3, OIIK-4, OIIK-5);

B pe3yibTaTe 0CBOEHUsI TUCIUTLUIMHBI 00YYAIOUIUIACS T0JIKEH YMeTh:
aHaM3UpoBaTh MH(popMannonHyto uHppacTpykrypy (OIIK-2);
MOJIb30BaThCsl COBPEMEHHON Hay4YHO-TEXHHYECKON WH(popMalueil Mo HCCieayeMbIM MpodieMaM |
3agadyam (OIIK-2);
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e [IPUHMMATh A/ICKBATHBIC PEIICHUS MPH BHIOOpE CPEICTB 3alMTHI MHPOPMALUU HAa OCHOBE aHAIM3a
yrpo3 (OIIK-5, T1K-3);

e BBIOUpPATH U AaHAIM3HPOBATH MTOKA3aTEIN Ka4yeCTBa CHCTEM M OTJEJbHBIX METOJOB U CPEJICTB 3aIIUTHI
ungpopmaruu (OI1K-2);

® OCYLIECTBJIATH MOMCK M aHAIU3UPOBATh HAYUYHO-TEXHUYECKYIO JUTEPATypy U BBIOMpATh HEOOXOIU-
mble matepuaisl (OIIK-2, OITK-4);

e ONpeAessATh U aHATU3UPOBATH YrpO3bl 0E30MaCHOCTH MH(OPMAIMHM B 3aBUCUMOCTH OT CpElbl JKC-
IuTyaTtanuu npoaykToB uHdopmanmonHsix Texuonoruii (OI1K-1, OIIK-5, TIK-3);
paspabarbIBaTh MOJICIIH KOMIIOHEHTOB cucTeM 3anuThl nHpopmarmu (OIIK-5, ITK-3)
HCIIOJIb30BaTh COBPEMEHHBIE MPOrpaMMHBIE CpelICTBa AJsl MHU(POBAHUS U COKPBITUS MHGOpMaUU
(TIK-3)
BBIOMPATH ONMTHUMAJIbHBIE METO/IbI 3aIUTHI KOH(pUAeHIMaTbHOU HHpopmaruu (OITK-5).

® MPUMEHSATH MOJIYYCHHBIC 3HAHUS MPH BBIMOJTHCHUN KYPCOBBIX MPOCKTOB M BBIMTYCKHBIX KBaH(HKa-
IMOHHBIX paboT, a TaKkKe B X0j1e HayuHbiX uccienoBanuii (ITK-3)
aHaJIM3MPOBATh MH(OPMALIMIO HA TIpeIMET COKPbITHs B Hel nanubix (OI1K-1, ITK-3);

e pa3pabaTbiBaTh W CO3/1aBaTh THIIOBBIC CXEMBI 3alIUTHl MH(OpPMAIK Ha OCHOBE COBPEMEHHBIX
cpezacTB obecnieueHus nHpopmannonHoi 6ezomacHoctu (OIMK-5, TTK-3);

B pe3yabTare 0cBOeHHS AUCHUILIUHBI 00YYAIOLIUIICS 10JI5KeH BIAAeTh:
e HaBBIKAMHU JUCKyCCHH 110 mpodeccuonanbhoi Temaruke (OITK-4);
TEpMHUHOJIOTHEN B 00acTH 3anmthl HHGopmanuu (OTIK-2).
® HaBBIKAMU CO3/IaHUs 3aIIUINEHHOW CPelbl C MOMOIIBIO alMapaTHO-IIPOTPAMMHBIX CPEJCTB 3alUTHI
(OIIK-1, OIIK-2, OTIK-4, [1K-3) ;
® HaBBIKAMHU pa3pabOTKH 3anmiieHHbIX npuiokeHuit (OITK-5, ITK-3)
® HaBBIKAMHU CaMOCTOSITEIILHOTO MPOSKTUPOBaHUs cucTeM 3amuTbl nHdopmaruu (OITK-5, TIK-3)

2 MecTo AUCHHUILUINHBI B CTPYKTYpe 00pa30BaTe/IbHOM NPOIrpaMMbl

HucuumnnuHa «3amura uHGOPMAIMK» OTHOCUTCS K BapUATHUBHOM 4YacTH MPOQECCHOHATHHOTO
mukia b.1.B.OJ1.10 ocHOBHOW 00pa30BaTeIbHOW MPOTPaMMBI TMOJATOTOBKH OakajaaBpOB IO MPOQIIIIM
"BblyrcnuTeNbHBIE MAIIMHBI, CUCTEMBI U ceTU" U "ABTOMAaTH3WPOBAHHBIE CUCTEMbI 00pabOTKH UHGOP-
Manuu 1 ynpasnenus" Hanpasienus 09.03.01 "Undopmatrka 1 BBIYHCIUTEIbHAS TEXHUKA'.

B cootBercTBUM ¢ y4eOHBIM IJIaHOM M0 HampapieHuio "MHbopMaTHKa U BBIUKCIUTENbHAS TEX-
HUKA" TUCHUTIINHA «3anuTa HHopMaIum» 0a3upyeTcs Ha CIEAYIOMUX JUCITUTUTMHAX

e b1.b.7 Nudopmaruka

e b1.B.O/.1 [IporpammupoBanue

e bl1bB38 WNmxenepHas rpaduxa

e bl.b.14 Briciias maremaTtuka

e bl1.B.S dusuka
[IpakTHKa 1o MOTYYEHHUIO MEPBUYHBIX MPOGECCHOHATHHBIX YMEHHIN

e b2.V. Y HaBBIKOB, B TOM YKCJIE€ IEPBUYHBIX YMEHUN U HAaBBIKOB HAYYHO-
HCCJIEIOBATEIbCKOM 1eATeIbHOCTH

e B2.V2 HcnonauTenbekas npakTuka

e b1.b9 OBM u nepudepuiinbie ycTpoicTBa

e b1.B.O/J4 OrnepaliuOHHBIE CUCTEMBI

e b1.B.OJ.S5 Komnbrotepnas rpaduka

e b1.B.OJ.6 TexHoI0rus MporpaMMHUpPOBAHUS

e bI1.B./ZIB.3.1 Brenenue B oNTUMU3AIIUIO
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B1.B.JIB.3.2
B1.5.6
B1.5.15
B1.5.16
B1.B.0J1.3
B1.B.0/1.2

Bb2.11.1

B2.11.3
B1.5.10
B1.B.OJ1.16
B1.B.0/1.7
B1.B.OJ1.12
B1.B.OJ1.13
B1.B.OJ1.15
B1.B.JIB.5.1
B1.B.JIB.5.2
B1.B.JIB.9.1
B1.B.JIB.9.2
B1.5.13
B1.5.17
B1.5.18

CMOJTEHCKWA

( ounnan
sy
M3U_

Teopus cucrem

Teopust BEpOATHOCTEN U MaTEMAaTHYECKasi CTATUCTUKA
BoruncnurenbHast MaTeMaTHKa

DIIEKTPOTEXHUKA

Teopust anropuTMoB

JuckperHas maremMaTnka

[TpakTuka o moyiydeHuto npodeccnoHalbHbIX YMEHUN U OTbITa
po(ecCHOHATTLHOM IS TEIIbHOCTH

TexHosmornueckasi pakTUKa

ba3sl naHHBIX

OOBEKTHO-OPUEHTHUPOBAHHBIE TEXHOJIOTUU

CeTH U TENEKOMMYHUKALIMU

Teopust aBTOMaTOB

OCHOBBI TEOpUH YIIPABIICHUS

ConpoBokieHHE pa3padOTKH MPOTrPAMMHOTO 00ECTICUCHUS
IIpukiagHas craTucTUKA

Merto/1bl aHanM3a JaHHbBIX

Teopust popMaIbHBIX SA3BIKOB

TpaHCcIATOpBI IPOrPAMMHBIX SI3bIKOB

[IpaBoBenecHME

DJEeKTpOHUKA

CxeMoTexHuKa

3HaHUs, MOJYyYEHHBIE MO OCBOCHHUIO TUCIHUIUIUHBI «3amura UHPOpPMAIUN», HEOOXOAUMBI MpPH
BBHITIOJTHEHUH 0aKanaBpCKOW BBIMYCKHOM KBalU(DUKAIIMOHHOW PaOOTHI U Ui OCBOEHUS CIEAYIOIIUX JTUC-
LUTUTAH HanpaBieHus noarotosku 09.03.01:

B1.B.OJL.14
B1.B.JIB.8.1
B1.B.JIB.8.2
B1.B.0J1.8
B1.B.0J1.9
B1.B.OJL.11
B1.B.JIB.6.1
B1.B.JIB.6.2
B1.B.JIB.7.1
B1.B.JIB.7.2
B1.B.JIB.10.1
B1.B.JIB.10.2
B1.B.OJI.17
B1.B.JIB.4.1
B1.B.JIB.4.2
B2.11.4

B3

TectupoBaHue NPOrpaMMHOI0 o0ecreyeHus

OcHoBHbIE NTapaUTrMbl IPOTPAMMHUPOBAHUS
Teopernueckrie OCHOBBI pa3pabOTKU MPOTPAMMHOI0 00ECTICUCHHS
CereBble TEXHOJIOTNN

MUuKpoIpoLeccopHble CUCTEMBI

MonenupoBanue

AnmnapartHas peanu3alus alropuTMOB

TexHonorus npoektupoBanus ycrpoicts Ha [IJINC
Teopus nepeaaun nHOpMaLUU

Mertoapl u cpencTBa IUPPOBON CBSI3U

Opranu3zanus pa3paboTKH TPOrPaMMHOTO 00eCIIeueHUs
Paszpabotka IT-cucrem

[Tpoextupoanue Web-niprioxeHuit

Beenenue B 111 poByro 00pabOTKy CUTHAIOB

Teopust curHajion

IIpennumuiomHas mpakTuka

['ocynapcTBeHHast UTOrOBasi aTTeCTALUs
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3 O0beM IMCUMILUIMHBI B 32a4YeTHBIX €IMHHIAX C YKA3aHMEM KOJMYeCTBA aAKaJeMHUYECKHX
4acoB, BbIJIeJIEHHbIX HA KOHTAKTHYI0 pa0doTy 00y4arlomuxcs ¢ npenojaBartesiemM (1o euoam yueoHvlx
3aHAmMuUIL) U HA CAMOCHOAMETbHYI0 PAOOmY 00yHaruuxcsn)

OOm1ast TpyI0EMKOCTh JUCIUILTHHEI COCTABISAET S 3aueTHbIX equHull, 180 gacos.

AynurTopHasi pabora

yxo: bl

YacTe nuKiIa; Bapuarusnas O6s3a- | Cemectp
TeJbHAasl TUCIMILTIHA

WHyieKc TMCUUIUTMHBI 110 y4eOHOMY IUIaHY b1.B.0/1.10

YacoB Bcero 1no yuebHOMY IUIaHy 180 7 cemecTp

TpynoemkocTsb B 3aueTHbIX equHuax (3ET) S) 7 cemecTp

Jlexuuu (3ET/ wacoB) 1/36 7 cemecTp

Jlaboparopusie pabotsl (3ET/ gyacos) 1/36 7 cemecTp

OOBbeM caMOCTOsTEINbHOI padoThl o yueOHoMy tuiany (3ET/ | 2/72 7 cemectp

4acoB BCETO)

DK3aMeH 1/36 7 cemecTp

CamocrosiTesibHasi pad0Ta CTyAeHTa

TpynoémkocTs

B pador 3ET uac
IToaroroBka K JIEKIIMH 0,39 14
N3yuenune AOMOTHUTEIHHOTO TEOPETUIECKOTO MaTepHaia 0,33 12
ITonroroBka Kk ceaHCy TECTUPOBaHUS 0,31 11
IToaroroBka Kk KOHTPOJIBLHOM paboTe 0,22 8
ITonroroBKa K BBIIOJHEHUIO U 3alIUTE Ja00paTOpHBIX paboT (1ab) 0,75 27
Bceero: 2 72
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4 Couepma}me AUCHUIIVIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM C YKa3aHUEM OTBCJICHHOI'0 HA

HHUX KOJIHYECTBA aKaJeMHUYE€CKHUX YaCOB U BU/10B y‘leﬁﬂbIX 3aHATHH

8 Buapl yue6HO# paboThl, BKIIIOYAsi CAMOCTOS-
= TEIbHYIO pabOTy CTYACHTOB U TPYIOEMKOCTh
A (B yacax)
I
3 AyauTOpHBIE 3aHATHS o A
Ne E é « E-&
/i TeMbl IUCHMIUIMHBI 2e 2 z S & S
¢
= . |z |Ez| 2 |2g|-=3
= = = o' & 5 Ea | x &
Q > 58 3 o = S
= O X SO Q) S < o
s M S &< ST | =&
g = g = S 550
8 l‘::" M =
1 HcTounnky, puckd U GOpMBI aTak 19 10 6 4 9
Ha KOMITbIOTEPHBIE CUCTEMBI.
2 Mogenu Ge3onacHocTy 9 4 4 5
MH(QOPMAIIMOHHBIX CUCTEM
3 CrannapTsl 8 2 2 6
0€30MMacHOCTH.
3aKOHOJATENbHbIE MEPHI 3aLIUTHI
nHpopmauu
4 Kpurnrorpaguueckue Moaenu 1 41 22 10 12 19
METOJIBI
3a1uThl HH(OpMaLIUU
S 3amura HHPOPMALIUU B COBPEMEH- 38 20 4 16 18
HBIX ONEPAIMOHHBIX CHCTEMaX
6 3anuTa HHOOPMAIMH B CETH 29 14 10 4 15
DKk3aMeH 36 36
Bcero 180 72 36 36 36 72

Tema 1. McTouyHuKH, pUCKH H GOPMBI aTAaK HA KOMIIBIOTEPHbIE CHCTEMBbI

Jlexkums 1 (2 yaca)

OyHKIUY U 337a4¥ 3aIUThl HHQopMaruu. MeTobl U cucTeMbl 3aiuThl nHpopManuu. OCHOBHBIE
BUJIBI yTpo3 OezonacHocTu. Kiaccuduxkaiys arak Ha BIYUCIUTEIbHBIE cUCTeMbl. CeTeBble aTa-
ku. KonugukaTop KOMIOBIOTEPHBIX MIPECTYIIICHUN HHTEPIIOA.

Jlexkuus 2 (2uaca)

Komnbrotepusie Bupycsl. Knaccudukanus BUpycoB. AIropuTmsl BUpycoB. [Ipu3Haku mposiBie-
HUS BUpyca. MeTosl 3ammThl. Kitacchl aHTHBHPYCHBIX TIPOTPAMM.

Jleknus 3 (2 yaca)

Yenyru uapopmanronHoi Oe3omacHocTH. MexaHu3Mbl 0e30macHOCTH. COOTHOIICHHE MEXIY
ycayraMu 0e30MacHOCTH M MEXaHM3MaMu obecredeHus: 0e30macHOCTH. MeTolsl obecredeHus
0€301MacHOCTH.

JlabopaTopnasi padora Ne 1 (4 yaca)

IlepexBar u aHanMU3 CETEBBIX TAKETOB.

Llens paboter: U3yunth Bo3moxkHocTH OnbmroTekn WinPcap, M3yunts Bo3MoxHOCTH OHOIHOTE-
ku SharpPcap; ocymiecTBUTh epexBaT U aHAIN3 CETEBBIX NMAKETOB HA CETEBOM TPAHCIIOPTHOM U
pUKIATHOM ypoBHsX Moaenu OSI.
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CamocrosiTesbHasi padoTa

Buj camocrositenbHO# paboThI cTyneHTa (Kyp-
Tema y4eOHOM TUCIIUIUIMHEI | COBOM MPOEKT, KypcoBasi pabora, pedepar, pac-
yeTHO-rpadudeckas padbora, ap.)
W3ydenne NOMOIHUTEIHHOTO TEOPETUYECKOTO 5

MaTepuaia

[TonroToBka K ceaHCy TeCTUPOBAHHUS 3
3
1

Bcero ua-
COB

Tema 1. UcTOYHUKH, PUCKHT
U OpMBI aTak Ha KOMIIBIO-
TEPHbIE CUCTEMBI.

OdopmiieHne W MOATrOTOBKA K 3amuTe jadopa-
TOPHOU PabOTHI
[loaroroBka K jexkuuu (3 JTeKIum)

NTOTI'O: 9
Texymmii KOHTPOJIb — YCTHBIE OIIPOCHI 10 MaTepHallaM JIEKIIUU 1 ¥ CaMOCTOATENbHO U3YYEHHBIM
pasnuenam, TECTUPOBAaHHE 1O TeMe 1.

TecTupoBanme

Lenb TecTupoBaHus - MPOBEpPKA 3HAHUM, MOITYYEHHBIX IIPU U3YUYEHUHU OOLINX BOIPOCOB KOMIIBIO-
TEpHOI 6e30MacHOCTH.

Koabl popmupyembix komnerenuuii: OITK-2, OIIK-5, T1K-3,11K-4

Pe3yabTaTnl ocBOeHUS

OIIK-2: BmageTh TepMUHOIOTHEH B 00JIACTH 3aIUTHI HH(POPMAIIHH.

OIIK-5: 3HaTh aKTyaJIbHOCTh M BaXKHOCTb MIPOOJIeMbl HH(OPMALIMOHHON 6€301aCHOCTH, 3HATh YI-
PO3bI HHPOPMATMOHHOW OE€30MTACHOCTH U KIIacCU()UKALMIO KaHAIOB HECAHKIIMOHUPOBAHHOTO JI0C-
Tymna K UH(OpMAIMK, ONpPeNeNiaTh U aHATM3UPOBaTh yrpo3bl 6€30MacHOCTH MH(OpMAIK B 3aBU-
CHUMOCTH OT CpPeJIbl AKCILTyaTalluy IPOAYKTOB HHPOPMAIIMOHHBIX TEXHOJIOTHH.

I1K-3: 3HaTh menM, 3aJauu, OIPUHIMIBI 1 OCHOBHBIE HAIIpaBJICHUs oOecreyeHus: HHPOpMaluoH-
HOM 0€3011acHOCTH, YMETh IPUHUMATh aJ€KBATHBIE PELIEHMs] IIPU BBIOOPE CPEJCTB 3aLUTHI UH-
(opmanMy Ha OCHOBE aHAJIN3a YTPoO3.

[1K-4: BnaneTs HaBBIKAMH TUCKYCCHH 110 PO(GECCUOHATBLHONW TEMAaTHKE.

Tema 2. Mopaenu 6e3onacHocTH MH(POPMAIMOHHBIX CHCTEM
Jlekuus 4 (2 yaca)
Buapl monutuk 6e3omacHoctu. JAuckpennonnbie Moaend. Manaataeie Mojienu. Mojienb posieBo-
ro jpocryna. Mojenu MaHIaTHOTO pasrpaHuueHus noctyna (monens bemna-Jlallagyna, monens
buba, manaTHas MOJEINb 3allIUTHI OT YTPO3 OTKAa3a B 0OCIYKUBAHUN).
Jleknus 5 (2 yaca)
MaremaTrueckue Mojaeau WH(GOpMAIMOHHON Oe3omacHOCTH. Mojenu Ha OCHOBE JHMCKPETHBIX
KoMmIoHeHT (XappucoHa-Py330-YibpMaHa, MoJIeb pacripocTpaneHus mpas jgoctyna Take-Grant).
ba3oBast Moaenb poneBoro pa3rpaHuyYeHMs 10CTyNa.
CamocrosiTesbHasi padora

Buna camocrositenbHOM paboTHI CTyIeHTa (Kyp- Beero da-
Tema y4eOHOM TUCIIUIUIMHEI | COBOM MPOEKT, KypcoBas pabota, pedepar, pac- OB
yeTHO-rpadudeckas padbora, ap.)

N3yueHne [OMOJHUTENBLHOTO TEOPETUUECKOTrO 2
Tema 2. Monenu 6e3omac- Marepuayia
HOCTH ITonroToBka Kk KOHTPOJIBHOU paboTe 5
WH(OPMAIIMOHHBIX CUCTEM

IToaroroBka K JIeKIuu (2 JEKIHH) 1

NTOI'O: 5

Texkyuuii KOHTPOJIb — YCTHBIE OIIPOCHI IO MaTepHaaM JEKIUH 2 U CAaMOCTOSATENIbHO N3Y4YEHHBIM
paszaenam, KOHTpOJbHas pabora.
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KonTtpoabnas pa6ora

Ies1b KOHTPOJIBHOM PabOTHI — ONPENIEIEHUE COOTBETCTBUS HEKOTOPOU BBIUUCIUTEILHONW CHCTEMBI
MPUHATONW MaTeMaTUYeCKOl Mojenu nHpopMaroHHON Oe3omacHoCcTH. CTyAeHTaM Mpe/yiaraeTcs
BapUaHT BBIUUCIIUTEILHOW CUCTEMbI U MaTeMaTHuecKas Mojenb. Tpelyercss onpenenuts, Hapy-
IIAI0T JIM JICWCTBUS TOJIb30BaTENs paBUiIa MPEIOKEHHON Mozenu nH(opMalmoHHON 6e3omnac-
HOCTH.

Koasb! popmupyembix komnerennmii: OIIK-2, OITK-4,

Pe3ysabTarsl 0cBOCHUA

OIIK-2: ananu3upoBaTh HHPOPMALMOHHYIO HHPPACTPYKTYPY, HOIH30BATHCS COBPEMEHHOM Hay4-
HO-TEXHUYECKOM MH(popMaLMell o UcciaelyeMbIM IpodaeMaM U 3a1a4am.

OIIK-4: 3HaTh COBpEMEHHBIE MOIXOABI K TIOCTPOCHUIO CHCTEM 3aIlUThl HH()OpMAIiH.

Tema 3. Ctanaaprsl 6e30nacHOCTH. 3aKOHOAATeJIbHbIE Mepbl 3alIUTHI HH(popManuu
Jlekumusi 6 (2 yaca)
Ponp crangaproB nHpopmannoHHoOW Oe3omacHocTH. MexXyHapoiHble CTaHAApThl MH(OpMaLIH-
onHo# 6e3omacuoctu (Cranmapter ISO/IEC 17799:2002, Mexnynaponusiii cranaapt 1SO 15408
«O0mue KpuTepun 0e30MacHOCTH MH(GOPMAIIMOHHBIX cucTem», CTaHaapThl 1Jisi O€CTIPOBOIHBIX
cereir, Ctanmaptsl MHPOpMAMOHHON Oe3omacHocTH B Internet). OtedecTBeHHbIE CTaHAAPTHI
6e3omacHocTH HMH(OPMAIMOHHBIX TexHoioru (marepuansl ['ocrexkomuccun PD, 'OCT P
HNCO/MDK 15408-1, TOCT P UCO/MDK 15408-2, TOCT P NICO/MDK 15408-3).
CamocrosiTesibHasi padoTa

Bun camocrositensHO# paboThI cTyneHTa (Kyp- Beero 1a-
Tema yueOHOM NUCIMIUIMHBI | COBOM MPOEKT, KypcoBas padbota, pedepar, pac-
yeTHo-rpaduyeckas padbora, 1p.) con

Tewma 3. Ctanaaptbl N3ydyeHue OMOMHUTEIBHOTO TEOPETUYECKOTO 2

0€30MacHOCTH. MaTtepuaa

3akoHOAATETbHBIE MEPHI IToarotoBka K KOHTPOJIBHOM paboTe 2

3aIUTHl HHOOPMAITHN IToaroroBKa K JIEKIIUN 2
HUTOI'O: 6

Texkyumuii KOHTPOJIb — YCTHBIE ONTPOCHI IO MaTepHaliaM JIEKIINH 3 U CAaMOCTOSTENIbHO N3YUYEHHBIM
paszaenaM, KOHTpOJIbHas paboTa.

KonTtpoabHnas pa6ora

[enb KOHTPOIBHON PabOTHI — 3aKpETUICHNE 3HAHMI TI0 3aKOHOJATEIbHBIM MepaM UH(GOpPMaIMOH-
HOM Oe3omacHoCTH (3HaHuS MatepuanoB ['ocrexkomuccuu Poccun u TOCT P UCO/MDBK 15408-
X)

Koabl popmupyembix komnerenuuii: OITK-1, OITK-2, OTIK-5.

Pe3yabTaTnl 0CBOCHUS

OIIK-1: 3HaeT OCHOBHBIE TOJIOKEHHUS 3aKOHOJATEIILCTBA B OOJIACTH COBPEMEHHOTO aBTOPCKOTO
MpaBa U 3alIUThl HHPOPMAIMKH, OCHOBHBIE METO/IbI 3aIUTH KOH(UIESHIINATEHON KOMITBIOTEPHOU
uH(pOopMaLHH.

OIIK-2: 3HaeT SBONIONHIO, TEHICHIIMIO M MEPCIEKTHUBBI Pa3BUTUS METOJOB U CPEICTB 3aIUTHI
KOMITBIOTEpHOH WHpopManuu. 3HaeT OCHOBHBIE MOJIOKEHHSI 3aKOHOATEIhCTBA B 0OJIACTH COBpE-
MEHHOTO aBTOPCKOTO IpaBa ¥ 3allUThl HH()OpMAIIHH.

OIIK-5: 3HaeT OCHOBHBIE TIOHSTHS, HCTIOJb3yeMbIe B chepe 3amuThl HHPOPMAITHI

Tema 4. Kpunrorpadpuueckue Moaem 4 MeTOAbI 3aIIUTHI HHGOPMAUHT
Jleknus 7 (2 4yaca)
Kiaccuueckas kpunrorpadus. Maremaruka kpuntorpaduu (MoayiabHas apudMeTrKa, MaTPHUIIHI,
BbIuucieHus B noyisix ['amya). Cummerpuunbsle kpuntocucteMbl. Cranmapt mmdposanus DES.
YcoBepuieHCTBOBaHHBIN cTanmapT mmdpoanus AES. OreuecTBeHHBINH CTaHAAPT MU(POBAHUS
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I'OCT 28147-89. pexumsl padotsl [OCT 28147-89 — npocToii 3aMeHbI, TaMMUPOBaHHS, TAMMHU-
pOBaHUsA ¢ OOpaTHOH CBS3bIO M TeHepaluu UMUTOBCTaBKU. Kpunroctoiikocts mmdpa ['OCT
28147-89.

Jlekumus 8 (2 yaca)

AcuMMeTpUYHBIE KPUITOCHCTEMBI. MaTemaTtuka Kpurnrorpaduu (IpoCTble YMCia, ONpeaeicHue
MPOCTOTHI YHCIA, OJHOHAINpPaBJICHHbIE (YHKIMH, Pa3IOKEHHWE HAa MHOXHUTEIH, KBaIpaTUYHOE
CpaBHEHHE, BO3BEJCHHE B cTerneHb U jorapudmsl). Kpunrocuctema RSA. Kpunrocucrema Dib-
INamans. Kpunrocuctembl Ha OCHOBE UM TUYECKUX KPUBBIX.

Jleknus 9 (2 yaca)

XsmupoBaHue MHGOpPMAIMU U AJIEKTpOHHAs Hu@poBas noamnuck. [Ipobrema ayreHTHUKALIUU
naHHbIX. OHOHANpaBIEHHBIE XAI-(QYHKIMU, ANTOpuTM Oe3omacHoro xsmmpoBanust SHA, Ore-
yecTBeHHbIN cTanaapT xau-¢pyHkiuun [OCT P 34.11-2012. AnropuTtm 351eKTpoHHON HU(pOBOH
noarmucu RSA. Anroputm nudposoit moanmucu DSA. OredecTBeHHBIN cTaHIapT MUPPOBOH MOA-
nucu 'OCT P 34.10-2012.

Jlexmus 10 (2 yaca)

besonachoe pacnpenenenue kiatodeir. Anroputm duddu-Xemnmana. Texnonornu ayreHTuduka-
LU — METOJIbl ayTeHTU(PUKALMH, Ucrionb3ytolue napoan u PIN-konbl, Guomerpuueckast ayTeH-
tudukanys nonb3osarens. [[poTokomnsl uaeHTUGUKAIINY ¢ HYJIEBOH Mepenayueii 3HaHUM.

Jleknus 11 (2 yaca)

Nudpactpykrypa ynpaBineHus otkpbITbiMu Kitouamu PKI. Ilpunnuns: pynkiumonuposanus PKI.
Jlornueckast cTpykrypa u komnoneHTsl PKI.

JlaGopaTopHas padora Ne 2 (4 yaca)

CoBpeMeHHbIE CHMMETPUYHBIE KPUIITOCUCTEMBI.

Heanb padorhi: M3yueHne NpuHIMNIOB pabOThl CUMMETPUYHBIX KPUITOCUCTEM, MHOTHE U3 KOTO-
PBIX SIBJISIFOTCS HALIMOHAJIBHBIMM WJIM BEIOMCTBEHHBIMU CTaHjaapTamu; M3ydyenue peanmuzauuit
cummeTpuuHoit kpunrtorpaduu B cpene .NET Framework; ITporpamMmuas peamusaiusi CyIiecT-
BYIOIIIUX CHMMETPHYHBIX KPUTITOAITOPUTMOB.

JladopaTopuas pagora Ne 3 (4 yaca)

CoBpeMeHHbIE ACUMMETPUYHbBIE KPUIITOCUCTEMBI.

Lenp pabotsl: M3ydyeHne npuHIMIOB pabOThl aCHMMETPUYHBIX KpuntocucteM; M3ydenue peanu-
3aiuii  acummeTtpudHoi kpunrorpadun B cpene .NET Framework; Peanu3anus cynecTByrOImumx
aCUMMETPUYHBIX KPUIITOAJITOPUTMOB.

JlaGopaTopnas padora Ne 4 (4 yaca)

X3IKpOBaHHUE U HJIEKTPOHHAS UPPOBAst MOMUCH.

Lens pabGoter: M3ydyenne MeTomoB (OpMHUpPOBAHUS Al KecTa COOOMIEHUS (XAMI-PYHKIIUU) U
anekTpoHHOHU 1udposoit noanucu (SLIT); M3yuenue peanuzammii xam-pynkuuit u LI B cpene
.NET Framework; Peanuzanus cymectByronux xani-GyHkiuit u anropurmon DIIIT.
CamocrosiTesbHasi padoTa

Bun camocrositensHo# paboThl cTyeHTa (Kyp-

. N Bcero ya-
Tema y4eOHOM TUCIIUIUIMHEI | COBOM MPOEKT, KypcoBasi pabota, pedepar, pac- coB
yeTHO-rpadudeckas padbora, ap.)
OdopmMneHre 1 MOATOTOBKA K 3aluTe Jabopa- 9

TOpHBIX paboT (3 naboparopHbie pabOTHI)

Tema 4. Kpunrorpaguye-
N3ydyeHne OMOTHUTETHLHOTO TEOPETUYECKOTO
CKHE MOJIEIN U METOBI 2

3aImuTHl HHGOPMAITUH Marcprana
p IToxroroBka k jekiwn (5 ekimii) 4
IToaroToBKa K ceaHCy TeCTUPOBAHUS 4

HUTOT'O: 19
Texkyumuii KOHTPOJIb — YCTHBIE ONPOCHI MO0 MarepuanaMm Jekuui 4, 5, 6, 7 U caMOCTOSTENBHO
HU3YUCHHBIM pasjciiaM, TCCTUPOBAHUC.
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TecrupoBanue

TectupoBanue MPOBOAUTCA MO MaTepuagaM Jiekuuid 4, 5, 6, 7 1 caMOCTOATEIIbHO U3YYEHHBIM pa3-
nenam. SIBnsieTcss UTOTOBBIM 1o TeMe «Kpunrorpadguueckue MOAEIH U METOAbI 3aIUThl HHPOP-
Maiuu». B xoie npoBeeHNs TECTUPOBAHUS MPOBEPAIOTCS 3HAHUS CTYJICHTOB B 00J1aCTU CUMMET-
PUYHON W aCUMMETPUYHOH KpurTorpaduu, X3IupoBaHus, (HOpMUPOBAHHS JIEKTPOHHON - UQ-
pOBOM  MOANHMCH, WAGHTU(UKALIUM U  ayTeHTU(UKAIMK TOoJb30BaTeseld, 0e30macHoro
pacripenienieHus Kiroueil 1 nHPpacTpyKTYpbl OTKPBITHIX Kitoder PKI.
Koabl popmupyembix komnerenuuii: [1K-3, OITK-5, OITK-1.
PesyabTaThl ocBOeHMA
OIIK-1: ymeeT aHanu3upoBaTh HHMOOPMAITUIO HA IPEAMET COKPBITHS B HEH JTAHHBIX.
OIIK-5: ymeer BbIOMpATh ONTUMAIIBHBIE METO/IBI 3AIIUTH KOH(DUICHINAIBHOW HHPOPMALIHY.
[1K-3: ymeer pa3zpabarhiBaTh MOJEIN KOMIIOHEHTOB CUCTEM 3alIUThl MH(OPMAIIUH, UCIIOIB30BATh
COBpPEMEHHBIE MPOTPaMMHBIE CPECTBA ISl MIU(POBAHUS U COKPBITHS HHPOPMAITUH. YMEET MpH-
MEHSTh TMOJYYCHHbIC 3HAHUS MPU BBITOJHEHUH KYPCOBBIX NMPOEKTOB M BBIMYCKHBIX KBaTU(pHUKa-
LIMOHHBIX paboT, a TAKXKE B XO/I€ HAYUHBIX UCCIIEJOBAHUM.
[1K-5: ymeeT BbIOUpATh ONTHUMANLHBIE METOIbI 3AIUTH KOH(UIEHITHAIBHON HHpOpMaK
[1K-9: ymeeT aHanu3upoBaTh HHPOPMALIMIO HA MIPEIMET COKPHITHS B HEH JaHHBIX
[IK-11: ymeer ycTaHaBIMBaTh M HACTPAMBATh CUCTEMBI 3alIUTHI HH(OPMALIUN

Tema 5. 3amura uHpopManuu B COBpeMEHHBIX OIIEPAIMOHHBIX CHCTEMAaX
Jlekmusn 12 (2 yaca)
[IpoGema obecrieuenus 6e3onacHocT onepanuoHHbIX cructeM (OC). Yrpossr 6e3onmacHocTr OC.
[Tonsue 3amuniennoit OC. Apxutektypa noacuctemsl 3amuThl OC (0OCHOBHBIE (PYHKITUH MO/~
cuctemsl 3aiuThl OC, uneHTuuKanys, ayreHTU(UKaLKs 1 aBTOpU3alks, pa3srpaHUuYeHue 10C-
Tyna k oobektam OC, ayaur).
Jlekumusi 13 (2 yaca)
Zamumra napopmaru B OC Windows. 3amura uadopmanuu B OC Linux. Cucrema Kerberos.
JlaGopaTopnas padora Ne 5 (4 yaca)
N3yuenne mMeTo10B paboThl ¢ CUCTEMHBIMH KypHanaMu. OTclexuBaHUe COOBITUN 3alMCU B CHUC-
TEeMHBbI€ XKypHaJbl. [lepexBaT cucTeMHBIX COOBITUI. AHANU3 3aNUCel CUCTEMHBIX KYpPHAJIOB.
JladopaTopuas pagora Ne 6 (4 yaca)
OTtcnexxuBaHue COOBITUM W3MeHeHus (alIoBOM cucTeMbl (Co3gaHue, yaalieHue, MepeuMeHOBa-
HUE U U3MEHEeHHe BHIOpaHHBIX (aiinoB u mamok). OTciexuBaHue COOBITUN H3MEHEHHS armapar-
HOM KOH(UTypaIy KOMITbIOTEpA.
JlaGopaTopuas pagora Ne 7 (4 yaca)
VY naneHHslid JOCTYN K pecypcam OMEeparioOHHON CUCTEMBI C HCToJb3oBaHUEM TexHooruun WMI.
3HAKOMCTBO C YTHJIUTON KOMaHJIHOM CTPOKH WMIC.
JlaGopaTopnas padora Ne 8 (4 yaca)
HccnenoBanre METOZ0B KOHTPOJIS AOCTYMa K pecypcaM onepannoHHoi cuctembl. Obecnieuenne
0€30MacHOCTH J0CTyNa Koja (YyTBEpXkACHHE U OTKIOHEHHUE MOJHOMOYHNH). YIpaBieHue MOIUTH-
KaMu 0€30IacHOCTH.
CamocrositesibHas padora

. Bun camocrosTensHO# paboThI CTyIeHTa (KypCOBOM MPo-
Tema yueOHoOI p Y (ieyp P Bcero
eKT, KypcoBas paborta, pedepar, pacueTHo-rpaduueckas
JTUCIUTLTAHBI 4acoB
pabora, 11p.)
W3ydyeHue NONoNMHUTEIHLHOTO TEOPETHUYECKOI0 MaTepHana 2
Tema 5. 3ammra v
IToaroToBKa K KOHTPOJIBLHOU paboTe 2
UH(OpPMaLIIH B CO- =
OdopmiieHre 1 MOArOTOBKA K 3alllUTE JIAOOpPaTOpHOU pa-
BPEMEHHBIX Ollepa- 12
60THI (4 1abopaTopHbIE pabOTHI)
[IUOHHBIX CUCTEMAaX
[ToaroroBka k jiekiuu (2 JEKIMH) 2
NTOI'O: 18
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Texkyluii KOHTPOJIb — YCTHBIE OITPOCHI IO MaTepHaiaM JEKIUH § U CAMOCTOSATENILHO N3YUYECHHBIM
paszenam, KOHTpOJIbHas paboTa.

KonTpoabHnasi padora

[Tpu moaroToBKe K KOHTPOJIBHOH paboTe CTYACHTHI JOJDKHBI MTOBTOPUTH JIEKIIMOHHBIN MaTepHal
T10 3aIUTe ONepanoHHbIX cucteM. Ocoboe BHIMaHNE B KOHTPOJIBHON paboTe yAemsieTcs BOIpo-
caM 3alUThl KOHKPETHBIX orneparuonusix cuctem (Windows u Linux).

Koabl popmupyembix komnerenumii: OIIK-1, OIIK-2, OIIK-4

Pe3ysabTarsl 0cBOCHUA

OIIK-1: ymeer ycTaHaBIMBaTh U HACTPAUBATh CUCTEMBI 3alIUTH HH(OpMAIIH

OIIK-2: ymeer BbIOMpATh U aHATM3UPOBATh MOKA3aTEIH KA4eCTBA CUCTEM M OTJEJIBHBIX METOJOB
Y CPEJICTB 3aIUTHI HHPOPMALIUH.

OIIK-4: ymeer BBIOMpaTh ONTHUMAaJIbHBIE METOJBI 3AIUTHl KOH(PHICHIUAIHHON HHpOpPMAIMU B
COOTBETCTBHH C OCOOECHHOCTSIMH KOHKpeTHOH OC, OCYIIECTBIATH MOMCK U aHATTM3UPOBATh HAYY-
HO-TEXHUYECKYIO JINTEpaTypy U BHIOUPATh HEOOXOIUMBIE MaTEPHAIHL.

Tema 6. 3ammTa nHpopManuu B ceTH
Jleknus 14 (2 yaca)
IPSec. 3ammra uHGOpPMAIMKH HA TPAHCIIOPTHOM ypoBHE cemuypoBHeBoi Momenu ISO/OSI. Pe-
KHUMBI paboThl ipoTtokona IPSec (tpancrioptHblit U TyHHENBHBIH). [IpoTokomsl 6e3omacHocTH IP-
Sec — 3aronoBok ayreHTHdukanuu (AH)u pexuM HHKancymsaiuu mojie3Hoi Harpy3ku (ESP).
Crparerust 6e3omacHocty npotokona IPSec. O6men kimrouamu o mpotokoiny IPSec (mportokon
UHTEpHET - 0OMeHa kitouamulKE).
Jlekumust 15 (2uaca)
[Tporokon SSL/TLS. 3ammra nHGOpMaUK Ha NPUKIAJHOM YPOBHE CEMHYPOBHEBOH MOEH
ISO/OSI. SSL-apxurekrypa. ®opmartsl coobmeHuit SSL.
Jlekuus 16 (2 yaca)
ITpotokon SMIME u cucrema PGP.
Jleknus 17 (2 yaca)
Me:xcereBblie sKkpanbl (MJ). @YHKIIMHN MEXCETEBbIX 3KpaHOB. Oco0eHHOCTH (PYHKIIMOHUPOBAHUS
MD Ha pa3nnusbIX ypoBHAX Mozaenan OSI. Cxemsl ceTeBoif 3auuThl Ha 6a3e MO.
Jlekmus 18 (2 yaca)
Cucrema orcnexuBanus Bropxkenui (IDS). TexHomorus aHanmsa 3allUIICHHOCTH. TeXHOIOTHH
obHapyxeHus atak. Kmaccupukamus cucrem IDS. Apxurekrypa IDS. Ayaut m MOHUTOpPHHT
6e30macHOCTH
JlaGopaTopnas padora Ne 9 (4 yaca)
be3zonacHoe pacnpenenenue kmoueil. Anroput™m dudpdu-Xemimana.
CamocrositesibHas padora

Bug camocrostensHoil paboThl cTyaeHTa (Kyp-
Tema yueOHOUM NTUCIMIUIMHBI | COBOM MPOEKT, KypcoBas padbota, pedepar, pac-
yeTHO-rpaduieckas padbora, 1p.)
OdopmiieHre W MOATOTOBKA K 3amuTe jJadopa-

TOPHON pabOTHI

[ToaroroBka K KOHTPOJILHOM paboTe
IToxroroBka k jekiwn (5 ekimii)

IToaroroBka K TECTUPOBAHUIO

N3ydyeHue MOMOTHUTETHLHOTO TEOPETUYECKOTO
MaTepuaia

Bcero ua-
COB

Tewma 6. 3amuTa nHbOpMa-
U B CETH

N (DB N] W

UTOI'O: 15
Texkyuuii KOHTPOJIb — YCTHBIE ONPOCKHI IO MaTepuanaM Jiekuuii 9, 10 1 caMoCTOsATENIbHO U3Y-
YEHHBIM pa3JienaM, KOHTPOJIbHas paboTa.
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KonTpoabHnasi padora

[Ipu moAroToBke K KOHTPOJIBHOM paboOTe CTYACHTHI MOBTOPSIOT JIEKIIMOHHBIM MaTepuan 1o cie-
AayronmmM Temam: porokoi IPSec, mporokon Kerberos, mporokon PGP, npotokosn S/IMIME, nipo-
Tokoa SSL/TLS, meron mmdpoBaHus 3JICKTPOHHON moYThl base64, meron mudpoBaHHs dJICK-
TpoHHOU mouThl (uoted printable, cucrema oTciexuBaHUsI BTOPIKESHHIA.

Koabl popmupyembix komnerennuii: OIIK-1, OIIK-2, OIIK-4, OIIK-5, I1K-3

Pe3ysibTaThl 0CBOEHMSA

OIIK-1:  BmajgeeT HaBBIKAMU CO3JIaHUS 3AIIMIIEHHOW Cpelbl C IOMOUIBIO ammapaTHO-
MIPOrPaMMHBIX CPE/ICTB 3aIIUTHI.

[1K-3: Bnageer HaBbIKAMH Pa3paOOTKH 3aLUIIEHHBIX NMPUIOKEHUH U HABBIKAMU CaMOCTOSITEIb-
HOT'O MIPOSKTHPOBAHUS CHCTEM 3aIUTHl HHPOPMALIUH.

OIIK-5: pa3pabaTpiBaTh U CO3[aBaTh TUIIOBBIE CXEMBbI 3alIUThl MHPOPMAIIMH HA OCHOBE COBpE-
MEHHBIX CPEJICTB OOecTieueHus: MHPOPMAITMOHHOHN 0e301acHOCTH

OIIK-4: criocobeH y4acTBOBaTh B HACTPOMKE U HANAJKE CHCTEM 3alUThl BBIYUCIUTEIbHBIX KOM-
IUIEKCOB M aBTOMATH3UPOBAHHBIX CUCTEM B CETH, YMEET CONPATATh alnapaTHble U MPOTrpaMMHBIC
CpeacTBa B cocTaBe MHGOPMAIMOHHBIX U aBTOMATU3HUPOBAHHBIX CHCTEM

OIIK-1: ymeeT ycraHaBiIMBaTh U HACTpauBaTh CUCTEMBI 3aIUThl UHPOPMALIMK B CETH, BBIOIHSITD
ayJTUT U MOHUTOPUHT O€30MaCHOCTH

IIpoMe:xxyTOYHast aTTEeCTALUA 10 TUCHMIIMHE: JK3aMeH.
W3ydyeHne NUCHUIIIMHBI 3aKaHYMBAETCA 3K3aMEHOM. DK3aMEH IIPOBOAUTCA B cooTBeTcTBUU C [lo-
JIO’)KEHUEM O 3a4eTHOM M sKk3amMeHanuoHHoW ceccusax B HUY MDU u MHCTPYKTHBHBIM HHCHMOM OT
14.05.2012 r. Ne 21-23.
5 CamocrosiTejibHasi paboTa CTyJIeHTa
Jlnst obGecriedeHust CaMOCTOSTENbHON pabOThl pa3paboTaHBbI:

Koncnekr nekuuii o aucruminie (cm. npuioxenne 3.PIT/1 51.B.O/1.10 (5k));

2. Meroauueckue yKa3aHMs K BBINOJHEHUIO JabopaTopHbIX pabor (cM. mnpunoxkenue 3.PIIJ]
b1.B.O/1.10 (116));

3. Meroauueckue yKazaHUSI K CaMOCTOATENbHOM pabore cTyneHToB (cM. mnpuioxenue 3.PITJ
b1.B.OJ1.10 (cpc)).

=

6 ®oH OLEHOYHBIX CPEICTB IJIsl POBEACHHUS MPOMEKYTOYHON aTTeCTAlMM 00y4AIOLIUXCH
10 JMCUHUIIUHE

6.1 IlepeyeHb KOMIIETEHIUI C YKa3aHHEM ITaNOB UX ()OPMHUPOBAHUSA

[Tpu ocBOCHHMU AUCIMIUIMHBI POPMHUPYIOTCS CICAYIOIIAE KOMIICTEHIINH:

e obmemnpodeccuonansurie OIIK-1, OIIK-2, OITK-4, OIIK-5;
npodeccuonansubie [TK-3.

VYka3aHHbIE KOMIIETEHIIMU (OPMHUPYIOTCS B COOTBETCTBUU CO CIIECAYIOIIUMH dTAlIaMHU:

1. dopmupoBaHHe U Pa3BUTHE TCOPETHUCCKUX 3HAHUH, PETYCMOTPEHHBIX YKa3aHHBIMU KOMITETEH-
USIMU (JIEKIIMOHHBIE 3aHSATHSI, CAMOCTOSTENIbHAS PadoTa CTYICHTOB).

2. TlpuobOpereHue u pa3BUTHE MPAKTUYECKUX YMEHHM, MPEAYCMOTPEHHBIX KOMIECTEHIMAMH (TIpaK-
THUYECKUE 3aHATHSA, JTaOOpaTOpHbIe pabOTHI, BHIOJHEHHE pacdeTHO-rpadudeckoil paboTsl, caMo-
CTOSITeNIbHAS paboTa CTYJIEHTOB).

3. 3akperuieHue TEOPEeTHYECKUX 3HAHHMH, YMEHHH M MPAKTHYECKHX HABBIKOB, MPEIyCMOTPEHHBIX
KOMIICTEHIMSIMH, B XOJI€ 3alIUT JJA0OPATOPHBIX pabOT, BBITIOIHEHUS! pacueTHO-TpadUvecKoil pa-
0O0TBHI, a TAK)KE PELICHUS] KOHKPETHBIX TEXHHYECKUX 33]]a4 Ha MPAKTHYECKUX 3aHATHSX, YCIICITHON
cllavyd HK3aMeHa.
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6.2 Onucanue nokasarteJieil M KpuTepueB OLIEHUBAHUSI KOMIIETEHIIMI HA Pa3JIHYHBIX 3TaNax
X (POPpMHPOBaHUS, ONIMCAHUS IIKAJ OLlEHUBAHUSA

DopMbI TEKYIIEr0 KOHTPOJIA MO0 TeMaM JUCIHIIJIMHBI

NeNenn HaumeHoBaHMe TeMbI 1M CIUTIIHHBI @DopMbI TEKYLIET0 KOHTPOJISI
1. Tema 1 Tect
2. Tema 2 KonTponbras pabota
3. Tema 3 KonTponbaas pabora
4, Tema 4 Tect
5. Tema 5 KonTponbHas pabora
6 Tema 6 Kontposbnas padota, Tect

Buanl KOHTPOJIsA CaMOCTOSITENbLHOM

a00ThI CTYACHTOB M OIICHOYHBIC CPECICTBA

No | Neceme- | Tema yue0- Bunsl koH- Ol1ieHOYHbIE CpeJICTBA
/1 cTpa HOM JUCIIAII- TPOJIA
JIMHBI
1 Tema 2, 3, 5, | KoutponbHas | «3»- [loporoBsiii ypoBEHb OCBOSHUS KOMIICTCHIIHN
6 paborta «4»- IIpoaBUHYTBIA YPOBEHb OCBOCHUSI KOMIIETEH-

807071
«5»- BBICOKMI YPOBEHb OCBOCHUSI KOMIIETCHIUU

2 Tema 1,4,6 | Tect «50%n»IloporoBsiii ypoBeHb OCBOCHHSI KOMIIETEH-

1805051

TEHIUN

1805051

«70%»- IIpoaBUHYTHIN ypOBEHb OCBOEHUS KOMIIE-

«90%»- Bricokuii ypoBEHb OCBOEHUSI KOMITETECH-

O0pa3zoBaTesIbHBIC TEXHOJIOTHH, 00eCIeYnBaOIHe Pe3yJIbTaThl 0CBOCHUSI JMCIUILIHHBI B (op-

Me KOMIIeTeHI Ml

Konx xom- KoMnoHeHTHBIN cocTaB KOMIIETEHIIUH (JIECKPUIITOPHI) TexHomornu Cpencrsa
METEHU NN ¢dhopmupo- OLICHKH
BaHWUS
OIIK-1 3HaTh: OCHOBHBIE TIOJIOKEHUS 3aKOHOAATEIhCTBA B O0Jac- | JEKIUH, Tect
TH COBPEMEHHOT'0 aBTOPCKOTO TIpaBa U 3aIuThl HHGOpMa-
1005051
YMeTh: pa3pabarbiBaTh MOJETH KOMIOHEHTOB cucteM | Jlomammuee | Tect
3amUThl HH)OpMALIUU 3a1aHue
Bnanets: Tepmunosiorueit B obnactu 3anmuthl uHpopma- | Jlomammnee | Tect
uuy. Bragets MeToJaMu MHCTaUISIIUU MPOTPAMMHOIO U | 3aJaHUe
amnmapaTHOTrO oOecredeHust 1T WHPOPMAIMOHHBIX U aB-
TOMATU3UPOBAHHBIX CUCTEM 3allIUThI
OIIK-2 3HaTh: OCHOBHBIE METOBI 3aITUTHl KOHPUACHIINATHHOMI JICKITHH, Ompoc, KOH-
KOMIIBIOTEpHON MH(OpMaAIuu TPOJIbHBIE pa-
00TBI
YMeTb: pazpabaTheiBaTh 3alUIICHHBIC TPHIIOKEHUs, opra- | Jlomamaee | Ompoc,
HU30BBIBATh 3aAIIUTY BBIYUCIUTEIbHBIX KOMILIEKCOB U aB- | 3aJaHUE Kontposnbnas
TOMAaTU3HPOBAHHBIX CHCTEM pabota




Pabouas npoepamma oucyuniunwt 51.B.0/].10

o

CMONEHCKMA
( @nuInAn

«3awuma ungopmayuuy \MBH )
Brnaners: HaBbIKAaMH TUCKycCcHMM MO TpodeccuonanbHoil | Jlomammuee | Ompoc,
TeMmaTHke. BraneTs TexHomorusiMu pa3paboTKy U BHEZpe- | 3a/laHHe KonrponsHas
HUSI CPEJICTB 3aIIUTHI pabora

OIIK-4 3HaTh: OCHOBHBIC TTOHSTHS, UCIIOJIb3yEMbIC B C)epe 3allu- | JCKIUH, Ompoc, KOH-
Thl WH(OPMAIMK, OCHOBHBIC BHUJBI YIPO3 COXPAHHOCTHU | JIAOOpATOp- | TPOJBHBIE pa-
UH(POPMALIUU ¥ METOIbI OOpHOBI C HUMHU. 3HATh OCHOBHBIC | HBIE  3aHfA- | OOTHI
MozeTH o0ecIieueH st KOMITBIOTEPHOI 0e3011aCHOCTH THSI
YMeTh: OpraHu30BBIBATH CUCTEMY 3aIIUTHI HH(OpManuu B | tadoparop- | Ompoc
r700aMbHBIX KOMITBIOTEPHBIX CETAX. YMETh pa3palartbl- | Hble — 3aHs-

BaTh MOJIEJHM CHUCTEM 3alllUThl WH(GOpPMAIMKU BBIYUCIU- | TUS
TEJILHBIX KOMIUIEKCOB U aBTOMAaTH3HPOBAaHHBIX CHCTEM
Brnaners: MeTomamu 3amuThl BEIYUCIUTEIBHBIX KOMIUIEK- | Tabopatop- | Ompoc
COB M aBTOMAaTHU3UPOBAHHBIX CUCTEM B INIOOATBHBIX CETSX | HbIE  3aHs-
THSI

OIIK-5 3HaTh: TEXHOJOIMU Pa3pabOTKU OM3HEC-TUIAHOB U TEXHU- | JEKIHH, Tect
YECKUX 33JaHUH Ha OCHAIIEHHE OT/AEJIOB, JabopaTopuil u
o(ucoB cpencTBaMu 3amUTH HHPOPMAIMU
YMeTh: pa3pabaTeiBaTh MOJENH CUCTEM 3ammuThl uHpOp- | Jomamuee | Tect
MalMU. YMeTb BbIOMPAaTh ONTUMAJIbHBIE METO/Ibl 3aIMTHI | 3a/laHUE
KOH(HICHIIMATHHONH MH(GOpPMAIIMA B CETH U Ha OTIEIb-

HOM KOMIIBIOTEPE COOTBETCTBUU C OCOOEHHOCTSMH KOH-

kpetHoi OC

BraneTrs: TeXHOMOTUAMM aIMUHUCTpUpOBaHus | 3amutel | Jlomamuee | Tect
CEeTEBBIX NMPWJIOKEHWH. Brasers mporpaMMHBIMH TEXHO- | 3a/IaHHE

JOTHSIMH, MCIIOJIB3YEMBIMH JUIS CO3/IaHUs 3alUILEHHBIX

IIPUWIOKEHUN. BrageTe NmpakTHKOW CO3/1aHMs 3alMILCH-

HBIX NIPHJIOKEHHUH

[1K-3 3HaTh: COBpPEMEHHBIE MPOTPAMMHBIEC CPEJICTBA Pa3pabOTKH | JieKuu, Jia- | Ompoc, KOH-
CHCTEM 3alllMThl, 3alIMIICHHBIX MPUIOKEHUH, METOA0B | OOpaToOpHbIE | TPOJIbHBIE pa-
ayauTa O€30MacHOCTH W OTCIICKHMBAHUS BTOPXKEHHH. | 3aHATHUS 0O0THI,
3HaTh OCHOBHBIE HMHCTPYMEHTAJIbHbIE CpPEACTBa M IpO-

IpaMMHBIE TEXHOJIOTHH, HCIIOJIb3YeMbIe ISl 3alUThl WH-

¢dopmalnuu B CETH M Ha OT/AIEIHHOM KOMITBIOTEPE

YMeTb: UCTOIb30BaTh COBPEMEHHBIE MTPOrpaMMHBIe cpell- | Tabopatop- | Onpoc, KOH-

CTBa JUId HIM(POBAHMUA W COKPBHITUS HH(POpPMALUHU, JUIA | HBIE  3aHA- | TPOJbHBIE pa-

3alIMTHl OMEPANMOHHBIX CUCTEM, IS 3aIUTHl WH(POpMa- | THS 00THI

IIUH B CETH

Brnaners: mpakTHKON CO3/laHUS 3alIMIIEHHBIX NpHIIOXKe- | mabopatop- | Ompoc, KOH-

HUI, CUCTEM 3aIUTHI, CHCTEM OTPAKEHUS aTak HBIE 3aHs- | TPOJBHBIE pa-
THSI OOTEI, TECT
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Ouenka ypoBHei cGOpMUPOBAHHOCTH KOMIIETEHIIUI B pe3yJibTaTe 0CBOCHUS Y4eOHOM M CUMILIH-

HbI

Koanr
KOMIIETEH-
U

YpoBHU cHOPMUPOBAHHOCTH KOM-
METEeHIINU

OcHOBHbIE IPU3HAKU YPOBHS

Obmenpogeccuonanbubie komnereHunu - OIK

[ToporoBblii ypOBEHb OCBOEHUS
KOMITETEHIINI

3HAeT: OCHOBHEIC ITOJIOKCHUS 3aKOHOJAaTCIbCTBA B 00-
JJaCT COBPEMCHHOI'0O aBTOPCKOI'O IIpaBa W 3allilUTbl WH-

dopmanuu

IIpoaBUHYTHIN YPOBEHb OCBOCHUSA
KOMITETCHIIMU

I[OHOJ'IHI/ITeJ'ILHO YMECT: pa3pa6aTL1BaTL MOACIN KOM-
IIOHCHTOB CUCTCM 3alllUThI I/IH(bOpMaIII/II/I

OlK-1 Beicokuit ypoBeHb OCBOECHUS KOM-  [J[OMOJIHUTENBHO BlajeeT: TEPMHUHOJIOTHEH B 00JacTH
HEeTEHINU 3ammThl HHpopManuu. Brageer meromamMu MHCTAILIS-
UM [POTPaMMHOIO M anmapaTHOro odecrnedeHus s
MH(OPMALIMOHHBIX W AaBTOMAaTU3WPOBAHHBIX CHCTEM
3aIUTBI
IToporoBslii ypOBEHb OCBOCHHMS 3HaeT: OCHOBHbIE METOJbl 3aAIIUTHl KOH(PUACHLNAIb-
KOMIIETCHIIUH HOW KOMIIbIOTEPHOI HH(popManuu
[TpoaBuHYTHIN YpOBEHb OCBOECHHUS  |J|OMOJHUTENBHO YMEET: pa3pabaThiBaTh 3allUIICHHBIC
OIK-2 |KOMIETeHIMHI IIPWJIOKEHUS, OPraHU30BbIBATh 3ALUTY BBIYUCIIUTENb-
HBIX KOMIUIEKCOB U aBTOMaTU3UPOBAHHBIX CUCTEM
BrIcokmii ypoBeHb OCBOCHUS KOM- | /IOMOJHUTENBHO BJIAJEET: HABBIKAMHU JUCKYCCHM IIO
METEHLUN npodecCHOHATBLHON TeMaTHKe, BIaJeeT TeXHOJIOTHSIMHU
pa3pabOTKH ¥ BHEIPEHUS CPEICTB 3alllUTHI
IToporosslii ypOBEHb OCBOCHHMS 3HaeT: OCHOBHBIE MOHATHUSA, UCHOJIb3yeMble B cdepe
KOMIIETEHIIUU 3alUThl THPOPMAIIMU, OCHOBHBIE BU/IbI YTPO3 COXpaH-
HOCTH MH(pOpMAIMMU U METOJbl OOPbOBI C HUMU. 3HAET
OCHOBHBIE MOJICJIN 00ECTICUeHHs] KOMIIBIOTEPHOM 0e30-
MTaCHOCTH
OIIK-4 |[TponBUHYTHIN ypOBEHb OCBOCHUSI  |J[OTIOTHUTENIBHO yMEET:  OpPraHU30BHIBATH CHUCTEMY
KOMIIETEHIIUH 3alUThl UH(GOPMAIMK B TINIOOANBHBIX KOMITBIOTEPHBIX
CeTsAX
Boicokuil ypoBeHb 0CBOEHMSI KOM- | J[ONIOJIHUTENBHO BIAJEET: METOJAMHU 3alllUThl BBIYHUC-
NEeTeHIINN JUTENBHBIX KOMIUIEKCOB M aBTOMAaTU3HPOBAHHBIX CHC-
TEM B INI00ATBHBIX CETAX
IToporoBslil ypOBEHb OCBOCHHMS 3HaeT: TeXHOJIOTHH pa3paboTKu OU3HEC-TIJIAaHOB U TeX-
KOMIIETEHIIUH HUYECKUX 3aJ]JaHU{ Ha OCHAILlEHHE OTAEJIOB, JJabopaTo-
puil 1 0UCOB cpeICTBAMHU 3alIUTHI HH(OPMaLIUU
[IponBUHYTHIN ypoBEeHb OCBOEHUST | JlOTIOMHUTENIFHO yMeEeT: pa3padaThiBaTh MOJEIH CHC-
KOMIIETEHIIUH TEM 3alIUThl MHPOpPMALUHU. YMeeT BBIOMpaTh OITH-
OITK-5 MaJbHblE METOJIbl 3alIUThl KOH(UIEHIMAIbHON WH-

dbopMaIuu B CETH U Ha OTJCIBHOM KOMITBIOTEPE COOT-
BETCTBHH C OCOOCHHOCTIMH KOHKpeTHO OC

BrIcokHi1 ypOBEHb OCBOCHHS KOM-
NETCHIINN

I[OHOJIHI/ITGJII:HO BJIAACCT. TCXHOJOTHUAMU aIMUHUCT-
PUPOBAHMS M 3aIlIUThI CETEBBIX MPUIIOKEHUI. Biianeer
NporpaMMHbBIMU TCXHOJIOTUSAMHU, HUCIIOJB3YCMBIMU JIA
CO3/IaHMs 3allMIIEHHBIX NpUiIokeHuid. Biageer npak-
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TUKOM CO3JIaHMsI 3AIUIICHHBIX PUITIOKCHHH

IIpodeccnonanbubie komnerenuuu — [K

[ToporoBslif ypoBeHb OCBOCHHSI 3HaeT: COBPEMEHHBbIE IPOrpaMMHBIE CPEICTBA paspa-
KOMIETEHIINH OOTKM CHCTEM 3allUThl, 3ALIUIICHHBIX MPUIOKECHHH,
METOAOB aynuTa O€30MacHOCTH M OTCJICKHBAHUS
BTOp)KEHUI. 3HAeT OCHOBHBIE HWHCTPYMEHTAJIbHBIC
Cpe/CTBa U NMPOTPAMMHBIE TEXHOJIOTHH, UCIIOJIb3yEeMbIe
JUIsL 3alUThl MHGOPMAallMd B CETHM M Ha OTICIBHOM

IK-3 KOMIIBIOTEPE
IIpoaBUHYTHIN ypOBEHb OCBOCHUS | lONOIHUTEIIBHO YMEET: HUCIIOJIb30BaTh COBPEMEHHBIE
KOMIIETEHIINU IpOTPaMMHBIE CPENICTBA JJIsi MIM(POBAHUS U COKPBITUS

uHGOpMaLKK, Ul 3allUThl  ONEPAL[MOHHBIX CHUCTEM,
JUIS 3aIIATHl MTHPOPMAILIUU B CETH

Bricokuii ypoBeHb OCBOEHUS KOM- | /{OMTOTHUTENBHO BJIAJACET: MPAKTUKON CO3/IaHMS 3alllu-
METEHIINU HIEHHBIX MPUJI0KEHUN, CUCTEM 3alllUThl, CUCTEM OTpa-
JKEHHA aTak

6.3 Tunosbie KOHTPOJIbHBIC 3aJaHUSA WUJIH HHBIC MaTEpHaAJIbl, H606X0}1HMble AJId OICHKH

3HAHMi, YMEHNH, HABLIKOB U (WJIHN) ONBITA AeATEJbHOCTH, XapaAKTEePHU3YIOIIUX 3Talbl ()OPMUPOBa-
HHMSl KOMIIETEHIUil B Npolecce 0CBOEHNsI 00Pa30BaTeJbHOI NPOrpaMMbl

Uk~ wdE

© o~

14.
15.
16.
17.
18.
19.

20.
21.
22,
23.

Bomnpocsl k 3k3ameny:
3ammra uHpopmanru. OCHOBHbIE MOHATHUSA. YTPO3bl U MEPHI 3AILUTHI.
Buner atak. CereBble aTaki.
Busl nonutuk nHGOPMaLMOHHOM 6€301MacHOCTH
Matemaruueckue Moienu nHpopmanoHHoi 6e3onacHocTi. Moaens bena-Jlananyna
MaremaTrueckue Moienu nHpopMalMoHHo# Oe3zonacHocTH. Moaens buba
Matemaruueckue MoAenu UH(GOpMalMOHHOM Oe3omacHocTH. MaHJaTHast MOJENb 3allUThl OT YIpo3
OBO
Maremaruueckue Mojenu nHOpMaIMoHHON 6e3onmacHoCcTH. Mojens Xappucona-Py330-Yiapmana
Crannaptel nHpOpMaIIMOHHOM Oe3omacHocTu. MaTepuainsl I'ocrexxkomuccun Poccun
Krnaccudukanys KOMIObIOTEpHBIX MPECTYIUIEHUH 10 Koaudukaropy MHTepnona.

. Kpunrorpadus. OcHoBHBIE TEPMUHBI U OIIpeaesieH . 3ajaun Kpunrorpaduu.
11.
12.
13.

DTarnbl pa3BUTHS KpUNITOTpapuu

Creranorpagus

HIudpoanne nanHbix. OCHOBHBIE TEPMUHBI U ompeneneHus. Kiaccudukanus anroputMoB mugpo-
BaHUSL.

PoropHbie MamuHBL.

Awmepukanckuit cranaapt mmdposanus DES.

Pesxxumebt paboter anroputma DES

Poccuiickuii cranaapt nmdposanus 'OCT 28147-809.

Cummerpuunas kpuntocucrema AES

AcummerpuuHble cucteMsl mudpoBanus. OcHOBHON npuHIMN paboTsl. OHOHANIPABICHHbBIE (PYHK-
U

Cucrema mm¢poBanus RSA.

Xam-pyHkuuu. OCHOBHbIE TPEOOBAaHUS U IPUMEPHI IIOCTPOEHUS.

Anroputwm x>mupoBanus SHA

OnektpoHHas udposas moanuck RSA.
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24. T'enepanus Kirouei

25. XpaHeHue KITtoueH.

26. Anroputm Ge3omacHoro pacnpeaenenus kiaoden Auddu-Xsmimana
27. CepTu(uKaThl OTKPBITHIX KIIOUSH

28. Ilporokon Kerberos

29. TexHonoruu ayTeHTHUKAITTN

30. 3amura napopmanuu B cetu. CemuyponueBas mojeib OSI. Crex TCP/IP
31. IIporokon IPSec. Pexumbl paboTsl

32. IIporokomn IPSec. Ctparerus 6e30macHOCTH

33. 3amura uapopmanuu B cetu. [Iporokoa SSL/TLS

34. 3amuTa nHbOpMaNKK Ha IPUKIAAHOM ypoBHE. [IpoTokon PGP

35. BamuTa nHGOpMAIMK Ha pUKIaaHOM ypoBHe. [Iporokon S/IMIME
36. Cucrema OTCIe)KUBAHUS BTOPKCHHUN

IIpumepbl KOHTPOJIBLHBIX padoT

KonTtpouabHnas pa6ora no reme 2

1. Nmeercs HEKOTOpask BBIYUCIUTEIbHASI CUCTEMA, IIOCTPOEHHAs! B COOTBETCTBUU C MaHIaTHOU MOJIETIBIO
6e3omacHoctr bema —Jlamanymna. Ilonp3oBaTens, paboTaroOmIMiA B JAHHON CHCTEME W HMEIOIIUN YpO-
BeHb goctyna «C» (CEKPETHO), mnwiTaercs mnpounTarh (aiiia, UMEIOUUI YpOBEHb CEKPETHOCTH
«K» (KOHOUJEHIIMAJIBHO). Bo3moskna nu nannas omnepanusi’? M ecnu He BO3MOXHA, TO KaKoe
npaBuiio mojenu bena-Jlanagynna ona Hapymaer. Ecnv BO3MOHA, TO, B COOTBETCTBUU C KaKUM
MIPaBUIIOM.

2. Vmeercs HEeKOTOpasi BEIYMCIUTENbHAS CHCTEMa, TOCTPOEHHAs! B COOTBETCTBUU C MaHIaTHOW MOJIETIHIO
6e3onacuHoctu bena —Jlanagynna. [lons3oBarens, paboTaromuii B TaHHOW CHUCTEME, TMBITAETCS ya-
JTUTH B KOP3UHY Kakou-1ubo (aiin, umeromuii ypoBeHb cekpeTHOCTH «CCy». Bo3MokHa nu TaHHas
onepanusi? U ecnu He BO3MOKHA, TO, Kakoe mpaBuiio Mojaenu bema-Jlamanynna ona Hapymaet. Eciu
BO3MOJKHA, TO, B COOTBETCTBUM C KAKUM IPABUIIOM.

3. Hwmeercs HeKOTOpasi BEIYMCIUTEIbHAS CHCTEMA, TIOCTPOSCHHAsI B COOTBETCTBUU C MaHIATHOW MOJICIIHIO
uenoctHocty buba. Ilonp3oBatens, paboTaromuii B JAHHON CUCTEME, TBITAETCs 3alKcaTh B MANKy C
ypoBHEM 1enocTHOCTH «Cy» Kakou-1u60 (aiin, uMeronuil yposeHsb 1enoctHoctuu «CCy». Bo3moxkHa
U naHHas oneparus? U ecam He BO3MOXKHa, TO, Kakoe MpaBuiio mojenu buba ona Hapymaer. Ecnu
BO3MOJKHA, TO, B COOTBETCTBUU C KAKUM TTPABUIIOM.

4. Hmeercs HEKOTOpasi BEIYUCTUTENbHAS CUCTEMA, TIOCTPOCHHAS B COOTBETCTBUU C MaH/IaTHOW MOJEIBIO
nenoctHoctu buba. [lonp3oBarens, paboTaromuili B TaHHON CHCTEME W UMEIOIINNA YPOBEHb JOCTYIIa
«C» (CEKPETHO), mneITaercss mpouuTaTh (3alyCTHTh Ha BBIIOJIHEHHUE) (paiiin, uMeromuil ypoBeHb
nenoctHoctd «K» (KOHOUJEHIIMAJIBHO). Bo3moxxna nu mganHas omnepanwusi? U, ecnu He BO3-
MOJKHA, TO Kakoe mpaBuiio Mojaenu buba ona Hapymaer. Eciu Bo3MoKHa, TO, B COOTBETCTBUU C Ka-
KUM TIPABHIIOM.

KonTtpouabHas pa6ora no teme 3

1. Hauunas ¢ kakoro knacca 3amuieHHoctd CBT tpeGyeTcst pyKoBOACTBO MOJIb30BaTENsA

2. Hauwmnas c xakoro kiacca tpeboBanuii ['TK P® k 3ammre nH(pOpMaIMyu B aBTOMATH3HPOBAHHBIX
MHOTOITOJIb30BaTEIbCKUX CUCTEMAX C PA3JIUYHBIM JIOCTYIIOM TpeOyeTcss HHTEPAKTUBHOE OINOBEIICHHE
aIMMHHCTPATOPOB CUCTEMBI O MOMNBITKAX HECAHKIIMOHUPOBAHHOTO TOCTYIA

3. Hauwmnas ¢ xaxoro knacca 3amumeHHocTH CBT TpeOyercsi B3anMoaelCTBUE MOJIb30BATENs C KOM-
IJIEKCOM CPEJICTB 3alIUThI

4. Haumnas c xakoro kiacca TpeboBanuii ['TK P® k 3amute mHPOpMauy B aBTOMAaTU3MPOBAHHBIX
MHOT'OIT0JIb30BAaTEIbCKUX CUCTEMAX C Pa3IMYHBIM JOCTYNOM TpeOyeTcsl yueT M perucTpanus u3MeHe-
HUH MMOJIHOMOYNH CyOBEKTOB JOCTYMA
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Hauunas ¢ xakoro kiacca TtpeboBanmii I'TK P® k 3ammre nHdopMaiyu B aBTOMAaTU3UPOBAHHBIX
MHOTI'0IT0JIb30BaTEIbCKUX CUCTEMAX € OJUHAKOBBIMM ITOJIHOMOYUSAMH JOCTYyINA TpeOyeTcsl OUYMCTKA OC-
BOOOKJa€MBIX 00JIACTEH ONEepaTUBHOMN MaMATH

Hauunnas ¢ kakoro knacca 3amuiieHHoctd CBT tpeGyercss MaHAaTHBINA MPUHIUI KOHTPOJIS 10CTYyIA
Hauunnas ¢ kxakoro xnacca TtpeboBanmii I'TK P® k 3ammre nHpopMayu B aBTOMAaTU3WPOBAHHBIX
MHOTI'OIT0JIb30BaTEIbCKUX CUCTEMAX C PA3JIMYHBIM JOCTYHNOM Tpedyercs mudpoBaHue KOHPHUIAEHIU-
aJIbHOW MH(pOPMALIUU

Hauunas ¢ xakoro kimacca tpeboBanuii ' TK P® k 3ammre mHdopmanuyu B aBTOMaTU3UPOBAHHBIX
MHOT'OIIOJIb30BATENICKUX CUCTEMAX C OAMHAKOBBIM JOCTYIIOM TpeOyeTCsl HaIU4Yue aJAMHHHUCTpaTopa
(cityx06b1) 3anuTel nHGopManuu B AC

Haunnas ¢ kakoro kiacca 3amuuesHoctu CBT tpeOyercs perucrpanust

Hauunnas ¢ kakoro knacca tpe6osanuit I'TK PO k 3amure nuHpopmanuy B aBTOMaTU3UPOBAHHBIX
MHOTOITOJIF30BATEIBCKUX CHCTEMAX C PA3IUYHBIM JJOCTYIIOM TPEeOYyeTCsl HCIOIb30BaHUE CEPTH(HIIH-
POBaHHBIX KpUOTOIpaUUECKUX CPEJICTB

KonTpoabHasi padora no teme 5
1.

2.

SIS AN

B OC UNIX mpaBa noctyma k HeKOTopoMy (aiiny 3agansl unciiom 765. Kakue npaBa UMEIOT OCTalb-
HbI€ TI0JIb30BATENN Ha JOCTYII K 3TOMY (ailny

Kakas xomanga OC UNIX mo3BossieT n30paHHBIM MOJIB30BATENSIM BBITIOIHATH HEKOTOPBIE MPOrpaM-
MBI Ha [IpaBax CyIEepIIoJib30BaTelsl, IpuYeM y oOpaTUBLIEroCs K 3TOM KOMaH/e M0JIb30BaTells 3anpa-
LIMBAETCs HE apoJib CYIEPIIOIb30BaTENs, a €r0 COOCTBEHHBIN MapOib

Komanna su (OC UNIX) nonmyuuna cBoe Ha3BaHUE, Kak aO0peBuaTypa ClIoBOCOUETaHUs

Kaxxnas 3anmuch (aiina etc\passwd (OC UNIX) cocTouT u3 cemu mosiei, pa3ieeHHBIX CHMBOJIOM
Kypnan 6ezonacHoctu OC Windows pacrionokeH B ¢aiine

B OC Windows a1 3amycka nporpaMmbl OT UIMEHU JAPYroi y4eTHOM 3alMCH UCIIOJIb3YeTCsl KOMaH /1a

KonTtpouabHas pa6ora no teme 6

CoNoUA~AWNE

CrpyxTypa npotokona |Pv4
CrpyxTypa npotokona IPv6
Crpyktypa npotokoina TCP
Crpykrypa nporokona UDP
Crpyxktypa npotokona ICMP
Crpykrypa nporokona HTTP
ATaxu Ha ipoTokou IP

ATaxu Ha ipotokon ICMP
ATaxu Ha npotokon TCP

10. Araku Ha npotokon HTTP
11. Araxu Ha npotokosn ARP

IIpumeps! TecTOB

Tect mo Teme 1
1) VYrpo3sa HapyiieHus: KOHOUACHIIMATBHOCTH BhIMHCIUTENBHOM cuctembl (BC) o3HauaeT:

a) HckaxeHne nH(MOPMALIUK, XPAHALICHCS B KOMIIBIOTEPHOW CHCTEME WIIM TIepelaBaeMOi 110 KaHaTy
CBSI3H

b) Pasrnamenue cekpeTHOI HHPOPMAIINY;

c) CosznaHue TakuX CHTyalHWi, KOTJa ONpEACICHHbIC NMPEIHAMEPEHHbIC NCHCTBHS JIMOO CHUKAIOT
pabotocnioco6HOCcTs BC, 1100 OIOKUPYIOT JOCTYII K HEKOTOPHIM €€ pecypcam;

d) Mudopmanus cTaHOBUTCS M3BECTHOM JIMIIAM, KOTOPBIE HE JOJDKHBI HIMETh K HEH JOCTYII.

2) Yrpo3a HapyllIeHHs [EJTOCTHOCTH HHPOPMAIIUU O3HAYACT:
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a) Hckaxenue uH(MOpMALIUK, XPAHALICHCS B KOMIIBIOTEPHOW CHCTEME WM TIepejaBaeMOM 110 KaHaTy
CBSI3H

b) Pa3rnamenue cekpeTHoOi HHPOPMAIINY;

c) CaHKIMOHHMPOBaHHOE U3MEHEHHE HH(OPMAIIMU, KOTOPOE BBIMIOJIHACTCS TOJTHOMOYHBIMH JIUIAMH;

d) Co3nanue TakMX CUTyalui, KOTJa ONpPEIC/ICHHbIC MpPEIHAMEPEHHbIC NSHCTBHUS JTHOO CHHKAIOT
paborocnocobHocTs BC, 1100 O6JIOKUPYIOT TOCTYI K HEKOTOPHIM €€ PecypcaM.

Yrpo3a HapyiieHus: paboTOCIOCOOHOCTH BhIUUCIHTEIbHOM cucTembl (BC) o3Hadaer:

a) Pasrnamenue KOHGHUICHIHATEHON WK CEKPETHON HHPOPMALIUH;

b) Hckaxenue nHpOpMaIMK, XPAHSIICHCS B KOMITBIOTEPHON CHCTEME HITU IepeaBaeMoil 110 KaHaly
CBSI3H

C) brokupoBaHue 10CTyIa K pecypcey;

d) Cosznanue TakuxX CHTyaluil, KOraa ONpeAeCHHbIC MpeIHAMEPCHHbBIC ACHCTBUS JTUOO CHIIKAIOT
paborocnioco6HOCcTh BC, 11060 OIOKHMPYIOT TOCTYI K HEKOTOPHIM €€ pecypcam.

«KoMmIbroTepHbIil BUPYC» - 3TO Iporpamma, KoTopas :

a) MoskeT 3apaxath APYyrue MporpaMmmbl, MOAUMUIMPYS UX TTOCPEACTBOM BKJIFOUCHHS B HUX CBOCH,
BO3MO)XHO, U3MEHEHHOH KOIMH, MPUYEM IOCIEAHSS COXpaHsSeT CIOCOOHOCTh K AaibHeHmeMy
Pa3MHOXKEHUIO;

b) OcymecTriseT nmepexpat naposei

C) Hapsiny ¢ neiicTBUsIMU, ONTMCAHHBIME B €€ JOKYMEHTAIIUH, BBIOJIHSACT HEKOTOPBIE APYTUe ACHCT-
BUSI, BEAYIME K HAPYIICHUIO 0€30MaCHOCTH CUCTEMBI U IECTPYKTUBHBIM pe3yIbTaTaM

d) BbIMONHSET Kakue-TuOO JACHCTBHUS OAHUM IOJb30BATEIEM OT UMEHH JIPYroro Mmojib30BaTels, 00-
Ja/IaI0IIEer0 COOTBETCTBYIOIUMHU ITOTHOMOYHUSMHU.

[IprurHamMu ciydaliHbIX pa3pylIaomuX Bo3aecTBuil pu padoTel BC MOryT ObITH:

a) Ommbku B padote BC;

b) Ortka3bl u cOo¥ anmapaTypsr;

c) Ilomexu B IMHMSX CBSI3M M3-32 BO3ACHCTBHS BHEIIHEH CPEIbI

d) PesynbraT paboThl KOMIBIOTEPHOTO BUPYCA WIH TPOSHCKOW MPOrPaMMBbI.

VYrpo3zamu 6e3onacHoCTH BeuucauTenbHol cucremsl (BC) sBnstores:

a) BwmemarenscTBo uenoBeka B padory BC;

b) AmnmaparHo-TeXHHYECKOE BMEIIATEILCTBO B padory BC

C) Anmunuctpupopanue BC co cTopoHBI aIMHHUCTPATOPA;

d) Paspymaroiiee Bo3aeicTBHE Ha MPOrpaMMHBIE KOMIOHEHTHI BC ¢ MOMOINBIO MPOrpaMMHBIX
CpE/CTB.

ATaka Ha KOMIIBIOTEPHYIO CHCTEMY:

a) /JleiicTBue, mpeANpHHUMAEMOE 3J0YMBIIUICHHUKOM, KOTOPOE 3aKJIH0YaeTCs B TOHCKE M HC-
MIOJIb30BaHUU TOW MM MHOM YSA3BUMOCTH CHUCTEMBI;

b) Orenka MPON3BOAUTEILHOCTH CHCTEMBI;

C) Peanmsanms yrpo3sl 6€30mMacHOCTH;

d) Tectuposanue BC;

K paspymaromum nporpaMMHBIM CpeACTBaM OTHOCSTCS:

a) AHaIM3aTOphI MPOTOKOJIOB;

b) KomnbroTepHbie BUPYCHI;

c) CepBepbl MPUIOKCHHIA;

d) TposiHCKHME pOrpaMMBI.

«TposHCKHIT KOHBY - 3TO IporpaMma, KoTopas :

a) MoskeT 3apaxaTh ApYrue MporpaMmmbl, MOAHMUIMPYS UX TTOCPEIACTBOM BKIIOUCHHS B HUX CBOECH,
BO3MO)KHO, U3MEHEHHOI KOIUH, MPUYEM ITOCIECIHSS COXPAHSAET CIOCOOHOCTh K JanbHEHIIeMy
Pa3MHOXKEHUIO;

b) OcyecTisier mepexBar maposci
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C) Hapsny ¢ nedcTBUsIMU, OIMCAHHBIMU B €€ JOKYMCHTAIUH, BBIIOJIHICT HEKOTOPBIC IPYTrHe IeHCT-
BUsI, BEIlyIIME K HAPYIICHUIO 0€30IIaCHOCTH CHCTEMBI M IECTPYKTUBHBIM PE3YJIbTaTaM

d) BbIMONHSET Kakue-IuOO JACHCTBHUS OAHUM IOJb30BATEIEM OT UMEHH JPYroro Mmojib30BaTels, 00-
JAJIAI0IIETO COOTBETCTBYIOIIUMHE ITOJTHOMOYHSIMHU.

10) «Mackapajy - 3To IporpamMma, Kotopas :

a) MoskeT 3apaxath APYrue MporpaMmmbl, MOAUMUIKPYS UX TOCPEACTBOM BKJIFOUCHHS B HUX CBOECH,
BO3MOXXHO, U3MEHEHHOH KOMHUH, MPUYEM TOCICIHSS COXPaHSET CIIOCOOHOCTh K JaJbHEUIIEMY
Pa3MHOXKCHUIO;

b) OcymecTBisieT nepexpar napoeit

C) Hapsiny ¢ neiicTBUSIMU, ONTMCAHHBIME B €€ JOKYMEHTAIIUH, BBIMOJIHACT HEKOTOPBIE APYIUE ACHCT-
BUs, BEIYIIME K HAPYIICHUIO 0€30IaCHOCTH CHCTEMBI M ICCTPYKTUBHBIM PE3yJIbTaTaM

d) BBINOJHSET KaKKe-INOO MEHCTBUS OJHUM IOJb30BATEIEM OT UMEHHU JIPYroro Mmojb30BaTes, 00-
JIQ/TAFOIIET0 COOTBETCTBYIOIIMMH ITOJITHOMOYHSIMHU.

11) KommuiekcHbIi oaxoa» B obecnedyenuto 6e3omnacHocta BC:

a) OpHeHTHpOBaH Ha CO3JaHME 3aIUIICHHOW cpeibl 00paboTku nHpopmarmu B BC, o0beauHsIO-
M B €IMHBIA KOMILJICKC Pa3HOPOIHBIC MEPhI IIPOTUBOICHCTBHS YTPO3aMm;

b) HampasieH Ha MPOTHBOACHCTBHE YETKO OMPEICICHHBIM YyIPO3aM B 3a/IaHHBIX YCIOBHSX;

C) He co3maer equHyro 3alMICHHYIO Cpeny 00paboTKH HH(DOPMAIIUH;

d) TapanTupyet omnpeencHHbIN ypoBeHb Oe3onacHoctu BC B mienom.

12) [TonuTrka 6€30MaCHOCTH MOYKET OBITh:

a) MaHuecTepCKoi;

b) JIuCKpeIrroHHOI;

C) ManpgaTtHoi;

d) IlacmopTHOM.

e) Pounesoii

13) B matepuanax I'ocrexxomuccus (I'TK) mpu IIpesunente Poccuiickoit peneparnuu (PD) ocHoOBHOE
BHHUMaHUE yJNISIeTCS BOIPOCAM:

a)
b)
c)
d)
e)

ObecneueHust LEITOCTHOCTH
ObecrnieueHust KOHPUIEHINATBHOCTH
Ob6ecneueHns: paboTOCIOCOOHOCTH
ObecnieueHus ayTeHTU(PUKALUN
OGecrieueHust perucTpaIiu

Tect mo Teme 4

Tect 4.1 CummeTpuyHas kpunrorpadus

1. ®ynpameHTaIbHOE MPABUJIO KPUNTOAHATIM3a, 3aKJIIOYAIOIIEECs B TOM, YTO CTOMKOCTh ImMdpa J0IK-
Ha OTPEAETATHCS TOJIBKO CEKPETHOCTHIO KII04a, CHOPMYINPOBAHO:

a. PexeBckuMm
b. Kepkxoddom
c. IHamupom

d. Illennonom

2. Kaxoit u3 pexxumoB padotsl anroputMa DES M0HO HCITONB30BaTh I (POPMUPOBAHUS SICKTPOHHON
1 (pOBOY OMTUCH

a. ECB
b. CBC
c. CFB
d. OFB

3. Kakoit 3 pexxumoB padbotsl anroputma DES ucnonb3yercs B TeIEKOMMYHHKAITMOHHBIX CHCTEMAaX

a. ECB



Pabouas npoepamma oucyuniunwt 51.B.0/].10 J

CMONEHCKMA
( @nuInAn

=

«3awuma ungopmayuuy }W?"_)

b.
C.
d.

©CoNo O~

CBC
CFB
OFB

Pazmep 6moka B DES:

Pazmep ximroua B DES:

Pa3zmep kitoua paynna B DES:

[Toxaxxute pe3ynbrar npoxoxaeHus 110111 gepes S-6mok 3:
[Toxaxxute pe3ynbrar npoxoxaenus 001100 yepes S-6m0k 4:
[Toxaxxute pesynbrar npoxoxacHus 000000 gepes S-610k 7:

10 [Toxaxxute pe3ynbrat npoxoxkaenus 111111 gepe3 S-6mok 2:
11. Haiigute pesynbraT ciaeayroinei oneparuu (01001101) © (01001101) :

12. Haiinute pesynbrat cienyromeii oneparuu (01001101) © (10110010) :

13. HazoBuTte pasmep 610ka, pa3Mep KJroda u 4ucio payHaos s AES-128:
14. HazoBuTte pasmep 0O0Ka, pa3Mep KJIF0Ya U 9ucio paysaos s AES-192:
15. HazoBuTe pasmep 610ka, pazMep KiIroda u 4ucio payHaos it AES-256:

TecT 4.2 AcuMMeTpUYHasi Kpuntorpadus
1. Kaxkue u3 nepeyrcieHHbIX QYHKIUI OTHOCATCA K OJIHOHAIpPaBICHHBIM:

a.
b.

d.

Brruncnenue onpenenurens KBaapaTHON MaTPHUIIbI

Paznoxxenre Ha MHOXMUTENW OOJIBIIOTO ILIEJIOTO YHUCHa T.e. HaxoxJaeHue nenutenei P u Q
6ob1oro 1enoro uynciaa N = P*Q

Pasznoxxenue nepuoguueckoi (QyHKUIMU € MEPUOJOM 2*T B psiag MO TPUTOHOMETPHUUECKUM
byukwsM: f(x)=ao/2+Y (ax*cos(kx)+by*sin(kx)) (Psa @ypbe)

3amaya JUCKPETHOTO Jorapu(GMHUpPOBAHUS, TO €CTh JUIS M3BECTHHIX IENbIX A, N 1 Y Haxox-
JieHHe 11e710r0 yncaa X, Takoro, yto A*mod N =Y

2. Xom-QpyHKIus MpeaHa3HaueHa JiIs

a.
b.
C.
d.

AyTeHTH(]UKAIUN TEKCTOB, NIEpPeJaBaeMbIX MO TEIEKOMMYHHKAIIMOHHBIM KaHaJlaM
[udposanus nepenaBaemMoit THGOpMaUU

VYBenuueHus: CKOpOCTH Nepeadu JaHHBIX

CoxaTHs NOAMUCHIBAEMOT0 IOKYMEHTa J0 HECKOJIBKUX JECSITKOB MM COTEH OUT

3. Kakoii u3 NEPEUYUCIICHHBIX aJITOPUTMOB SBJIACTCS aJITOPUTMOM X3IIMPOBAHUS .

a.

b.
C.
d

SHA
RSA

One-I"amansa
DSA

Tect mo Teme 6
1) IIpotokon 6e3onacHocTr AH IPSec obecrieunBaeT ClieayroIne BUIbI 3alUThI
a) 3amuTy KOH()HUICHINATBHOCTH JaHHBIX
b) 3amuTy HENOCTHOCTH JaHHBIX
C) 3amuty paboTOCIOCOOHOCTH
d) Cxarue nHpOpMAaIHMU C TApOIEM
e) CkpamOIupoBaHHe
2) IIporokon 6e3omacHocTi ESP IPSec obecrnieunBaet ciieayronue BUIbl 3allUThI
a) 3amuTy KOH(UIACHIIMATbHOCTH
b) 3amury neao0CcTHOCTH
C) 3amuty paboTOCIOCOOHOCTH
d) CkpambaupoBaHue
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e) 3amuTy c)KaTueM WHPOPMAIMHU C APOIeM

Kaxkyro nndopmaruto 3amumraer npotokoi IPSec B TpaHCciopTHOM pexume
a) 3arosoBok npoTokosia I[P

b) Mudbopmanuio TpaHCIOPTHOTO YPOBHS

c) Ceprudukar

d) TIlceBmozaronoBok mporokoia IP

e) JomonHuTenbHy0 HHGOPMALIUIO, HEOOXOJUMYIO ISl ayTeHTH()UKAIMH
[Ipotokon [IPSec B TpaHCIOPTHOM peXUME 3aIIUIIACT JAHHBIC HA YYaCTKE
a) XOCT - XOCT

b) xocT - mapupyTu3aTop

C) MapIIpyTHU3aTop - XOCT

d) wmapipyTu3aTop - MapuIpyTHU3aTop

[Iporokoin [PSec B TYHHENIBHOM peXUME 3aIIMIIACT JaHHBIE HA y4acTKe

a) XOCT - XOCT

b) xocrt - mapupyTu3aTop

C) MapIuIpyTHU3aTop - XOCT

d) wmapupyTusaTop - MapuIpyTU3aTop

Jliig Kakux 1eseu ciayxuT mosie "MHAEKC mapameTpoB obecrneueHus 6e3omnacuoctu" npotokoia [PSec
a) Ul XpaHCHHUS KJIFOUei

b) st ompenenenus pexkuma padbota mporokosa IPSec

C) Ans UACHTHU(UKAIUHA BUPTYAILHOT'O KaHasa

d) mns ompeneneHus aITOPUTMOB MIH(PPOBAHHS

Kaxoit anroputm ucnonsizyet npotokon [PSec nis nepepaun kinroueit

a) Kerberos

b) DES B pexume OFB

c) RSA

d) Huddu-Xenmmana

Kakue n3 nepeynciaeHHbIX IPOTOKOJIOB CETEBON O€30MacHOCTH 00eceunBaeT NpeiBapuTeIbHOE CxKa-
THE TiepeaBaeMoi nHpopMalun

a) PGP

b) S/IMIME

c) SSL

d) TLS

e) IPSec

f) Kerberos

IlepenaBaeMslii O IEKTPOHHON MOYTE TEKCT HA PYCCKOM S3bIKE UMEET JIUHY - 136 CUMBOJIOB. TEKCT
mmpyercst Mmetoom base64. Onpenenure pazMep TEKCTa Mocie mudpoBaHus
a) 138

b) 408

c) 184

d) 180

e) 211

f) 410

10) ITepenaBaemblii 1O AJIEKTPOHHOMW TOYTE TEKCT HA PYCCKOM SI3bIKE UMeeT JUTHHY - 200 CHMBOJIOB. TEKCT

muppyercst Mmetogom quoted printable. Onpenenure pazmep TekcTa mocie mupoBaHus
a) 400

b) 268

c) 600

d) pasmep mepemaBaeMoOro TEKCTa HE H3MEHUTCS

e) 100
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f) 350
11) ITpotokou IPSec obecrieynBact 3aluTy OT aTaK Ha
a) (U3NYECKOM YpOBHE
b) kanambHOM ypOBHE
C) CeTeBOM YpOBHE
d) TpaHCOpTHOM ypOBHE
€) CeaHCOBOM ypOBHE
f) ypoBHe mpezcTaBieHus
g) NPHKIAIHOM YPOBHE
12) Cnyx0a cereBoii ayrentudukanuu Kerberos nmpeacrasiser coooit
a) Cucremy areHT-MEHeKep
b) Cucremy kiueHT-cepBep
c) Cucremy 3anpoc-OTBET
d) Cucremy pacnpene/ieHHbIX BBIYUCICHUN
13) B mporokosie SSL mist mmdpoBanus Tpaduka HUCHONB3YIOTCS CISIYIONME MPOTOKOJBI (BhIOCpUTE
MPaBUJIbHBII OTBET):
a) FORTEZZA
b) IDEA
c) DES
d) RSA
e) AES
f) MD5
g) SHA-1
14) xomnonentamu COA sBJISIOTCS:
a) MOJYJIb BBISBICHUS aTaKk
b) mMonyne pearnpoBaHust
C) cepBep 0a3bl JaHHBIX
d) Momyib CKAHUPOBAHHUS CETH
€) MOJyJb aHAJIN3a CETEBBIX KYPHAIIOB
f) ™Momynu -matumku
g) MOIYJb XpaHEHHS JaHHBIX

15) Kpuntocuctema RSA. @( N)=7 . OTKpbITHIiA KiTt0Y - 4. YKaXHUTE BO3MOXKHbBIC 3HAUCHHS CEKPETHOTO
KJIFoUua

= O oN -

1
13
16) Konuerniusi aCHMMETPUYHBIX KPUNITOTPa(hUIECKUX CHCTEM C OTKPBITHIM KIFOYOM OCHOBaHA Ha IMpH-
MEHEHUH:
a. Panos @ypse
b. PacmmpenHo# Teopemsl EBriinia
€. OnHoHampaBIEHHBIX (YHKIIHIA
d. Teopemsr HaiikBucra-KorensuukoBa
e. Ilosew I'aya
17) Kakue yTBepKA€HUS BEPHBI T XOII-QyHKIIUN
a. JnuHa X31m-(QyHKIUN HE 3aBUCHUT OT JUIMHBI HCXOTHOTO COOOIICHHUS
b. Jlnuna x3u1-QyHKIIUK MEHSETCS B 3aBUCUMOCTH OT JTHHBI HCXOTHOTO COOOIIICHHSI

0O 0T
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C. xAm-QyHKIHUS TOJDKHA OBITh YyBCTBUTEIHHA K BCCBO3MOXKHBIM H3MEHEHUSIM B TEKCTE , TAKUM
KaK BCTaBKHU, BEIOPOCHI, IEPECTAHOBKH U T.II.

d. xom-yHKIUS T0/DKHA 00J1a1aTh CBOMCTBOM HEOOPAaTUMOCTH, TO €CTh 3ajia4a moadopa JoKy-
MEHTa, KOTOPBINA 001a1a1 Obl TpeOyeMbIM 3HAUCHHUEM X31I-()YHKIIMH, TODKHA OBITh BBIYUCITH-
TEJNBHO HEpa3penmma

€. 71 BBIYUCIICHUS 3HAYEHUS X3IIa MOXKHO MCIOIb30BaTh CHMMETPUYHBIE KPUIITOCTHUCTEMBI

18) Onpenenute BO3MOXHBIC 3HAUEHHS OTKPBITOTO Kiroua ainropurma RSA, ecnm P=3, Q=11

—~D OO0 OTCE

2
11
13
6
9
4

19) Kpunrocuctema RSA. P=3, Q=11. OTKpbIThIN K04 paBeH 7. BeiOepute OTBET ¢ MPaBUIbHBIMU 3HA-
yeHustMu N, ¢( N) 1 cekpeTHoro kioua

a.
b.
C.
d.

33,20,9
20, 34,5
33, 20,3
11,9,3

20) st ymcina N=7*11 ¢ nomorpio Gpyakiun Diiaepa ¢(N) onpeneanTe KOTMIECTBO MOJTOKHTEIbHBIX
LIEJIBIX YK CEN, MEHBIINUX N M B3aUMHO NPOCThIX ¢ N

a. 17
b. 60
c. 1
d 5
e. 11
f. 7
21) B nporokone dudpdu-Xemmmana G=7, P=23, x=3 u y=6. Kakoe 3HaueHHE UMEET CHUMMETPHYHBI
KJIIOY
a. 15
b. 12
c. 18
d 4
e. 11
f. 74
22) 151 KaKkuX 1esen CIyKuT ctanaapt X509
a. HOBBIM CTaHAAPT MIM(POBAHUS ACUMMETPUYHBIX KPUIITOCUCTEM, IPEJIOKEHHBIN areHTCTBOM
HAIlMOHAJILHOW 0€30MacHOCTH COEAMHEHHBIX IITATOB
b. crannmapr B obmactu PKI
C. cTaHJapT MM(POBaHUS JAHHBIX B BUPTYyalIbHBIX YacTHBIX ceTax (VPN)
d. crangapt DI CIIIA, Ha ocHoBe x31-¢pyHkunn SHA1

6.4 Meroanueckue MaTepuaJbl, ONpeAe/IsIIOIIMe PoUeIypPbl OLeHUBAHUS 3HAHUN, YMEHUI,
HABBIKOB M (MJIM) ONBITA AeATEJbHOCTH, XaPAKTePHU3YIOIMX 3Tanbl (OpMHUPOBAHUA KOMIIETeHIM I

[Ipouienypsl olleHUBaHUS S 3HAHWUN, YMEHUN, HABBIKOB, XapaKTEPU3YIOIIUX 3TAIbl (OPMHUPOBA-
HUSI KOMITETCHIIUH , M3JI0’KEHBI B!
1. Koncnekr nekuuii o aucruminde (cm. npuioxenue 3.PI1J1 51.B.0O/1.10 (5k));
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2. Meroauueckue yKa3aHHs K BBINOJIHEHUIO JabopaTopHbIX pabor (cM. mnpuinoxenue 3.PI1J]
b1.B.O/1.10 (116));

3. Metoanueckue yKazaHUSI K CaMOCTOATENbHOM pabore cTyneHToB (cM. mnpuioxenue 3.PIT
b1.B.OJI.10 (cpc)).

7. IlepeyeHb OCHOBHOM M JOINOJHHUTEIbHON Y4eOHOM JUTEPATyPbl, HE00X0AUMOM /IJIsl 0CBOe-
HUS U CHUNIIHHBI

OcHoBHasi yueOHasi JuTEpaTypa

1. buprokos, A.A. NHbopMmalrrioHHast 0€30MaCHOCTh: 3allUTa W HamajaeHue. [ DJICKTPOHHBIH pecypc] :
yaeOHuk. — OnektpoH. gaH. — M. : JIMK IIpecc, 2012. — 474 c¢. — Pexum pocryna:
http://e.lanbook.com/books/element.php?pll_id=39990

2. benomoiineB, JI.E. OcHOBHBIE METOABI KPUITOrpapuUECKON 0OpabOTKM JaHHBIX: y4eO. mocooue

[Onextponnsiii pecype] : / [.E. benomoiinies, T.M. Bonocarosa, C.B. PoanonoB. — D1eKTpoH. AaH.
— M. : MI'TY um. H.D. baymana (MOCKOBCKHUIA TOCYIapCTBEHHBIA TEXHUYECKHI YHUBEPCUTET UMeE-
HU H.D. baymana), 2014. — 80 ©; — Pexum JIOCTyTa:

http://e.lanbook.com/books/element.php?pll_id=58438
3. Ilerpos, A.A. KommbrorepHas 6e3omacHOCTh. Kpunrorpagudyeckue METOabl 3alIUThI [ DJIEKTPOHHBII
pecype] : . — Omnekrpod. gan. — M. : JIMK IIpecc, 2008. — 451 c. — Pexum nocrymna:
http://e.lanbook.com/books/element.php?pll_id=3027
4. Ilanwsrun, B.®. UndopmarmonHas 6€30macHOCTh [DNEKTPOHHBINM pecypc]| : yueOHoe mocodue. —
OnektpoH. npan. — M. : JMK TIlpecc, 2014. — 702 c. — Pexum pgocryna:
http://e.lanbook.com/books/element.php?pll_id=50578

JonosHuTebHAs yyeOHas JUTEpaTypa

5. T'epacumoB, A.A. 3amuTa HHPOPMAIIUH OT HECAHKIIHOHUPOBAHHOTO JIOCTyMa: METOAMYECKHUE yKa3a-
HUSl K BBINOJIHEHUIO JTAOOPAaTOpHON paldoThl MO Kypcy «ATTecTanus OObEKTOB HMH(OpMaTU3aLMN»
[DnekTpoHHBIN pecypc] : yuyeOHO-MeToaudeckoe mocodoue / A.A. I'epacumoB, A.B. Mo3roBoit. —
OnektpoH. naH. — M. : MI'TY um. H.O. baymana (MocKkoBCKUI TOCYJapCTBEHHBIN TEXHUUYECKUN
yauBepcuter umenn H.D. baymana), 2012. — 28 ¢ — Pexum gocryna:
http://e.lanbook.com/books/element.php?pll_id=62003

6. JuniaoMHoe mpoekTHpoBaHue 1o crnen. KommiekcHoe obecneuenne MHGOpMaIMOHHON 6€30acHOCTH
ABTOMATHU3UPOBAHHBIX CHUCTEM [ DIEKTPOHHBIN pecypc] : . — DnekTpoH. jaH. — M. : MI'TY um. H.O.
baymana (MockoBCKHI TOCYTapCTBEHHBIN TexHUYeCKni yHUBepcuTeT umenn H.D. baymana), 2011.
— 80 c. — Pexxum nmocryma: http://e.lanbook.com/books/element.php?pll _id=52421

7. XoBapa M. 19 cMmepTHBIX I'pexoB, yrpokaroux OezomacHocTH mporpamm. Kak He AOmycTHTH TH-
NUYHBIX OMIMOOK [ DIEKTPOHHBIN pecypc] : yuebHoe nmocodbue / Xoapa M., Jlebnank /I., Buera JI. —
OnektpoH. npan. — M. : JMK TIlpecc, 2009. — 288 c¢c. — Pexum pgocryna:
http://e.lanbook.com/books/element.php?pll_id=1118

8 Ilepeyens pecypcoB HHGOPMAIHOHHO-TEJIEKOMMYHUKALMOHHOM ceTH « MHTEepHeT» Heo0-
XOAMMBIX VIl OCBOCHUS JUCHUIIMHBI

1. http://base.consultant.ru - I'ocrexxkomuccust Poccun. PykoBomsimmii jokyment. Konren-
I[UsI 3aQIIUTHI CPEJICTB BBIYUCIUTEIBHON TEXHUKH OT HECAHKIIMOHUPOBAHHOIO JOCTYyNa K MH(OPMAIUH,
PykoBoasmuii qokymeHT. CpelncTBa BBIYMCIUTEILHOW TEXHUKH. 3alllUTa OT HECAHKIIMOHHUPOBAHHOI'O
noctyna K nHpopmarmu. [Tokasarenu 3aluIIeHHOCTH OT HECAHKI[HOHUPOBAHHOI'O J0CTyMa K HHpOpMa-
1M, PyKOBOIAIIMI JTOKYMEHT. ABTOMATH3UPOBAHHBIC CHCTEMbI. 3alUTa OT HECAHKI[MOHUPOBAHHOTO
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nocrymna Kk uHpopMmaruu. Knaccudukanusi aBTOMaTU3UPOBAHHBIX CHCTEM U TPEeOOBAHMSI 1O 3AIIUTE WH-
dhopmarum.

2. http://gostexpert.ru - CpeacTBa BEIYMCIUTEILHONW TEXHUKH. 3aIIUTa OT HECAHKIIHOHHPO-
BaHHOT'O JOCTyIa K nH(opmaruu. O0ume TeXHHIeCKHe TPeOOBaHUSL.
3. http://standartgost.ru/g/TOCT P_34.10-2012 - WNudopmanmonnas TexHonorus. Kpumnro-

rpaduyeckas 3amurta uHGOpManuu. IIporeccsl GOpMHUPOBaHHS U MPOBEPKU DIICKTPOHHOU IUPPOBOI
HOIITHCH

4. http://standartgost.ru/g/TOCT P_34.11-2012 - UudopmanroHnas TexHoaorus. Kpumro-
rpadudeckas 3amura napopmaru. OyHKIHS XIIIHUPOBAHHUS.

5. http://docs.cntd.ru/document/gost-28147-89 - Cucremsl 00paboTKu HHGOpPMAaUU. 3amiu-
Ta KpUnTorpapudeckasi. AITOPUTM KPUITOTPaPUIECKOro MpeoOdpa3oBaHusl.

9. MeToauyecKkue yKazaHus AJsl 00y4arOLIUXCS M0 OCBOEHUIO TUCIUTLIUHBI

JycuumiuHa npeaycMaTpuBaeT JEKLIUU pa3 B HEAeINto, U 1adopaTopHbIe pabOThI pa3 B JABE HEle-
. V3yueHue Kypca 3aBepIaeTcsi 3K3aMEHOM.

YcnemHoe n3ydeHue Kypca TpeOyeT MOcCelleHus JICKIUi, akTUBHOW paboThl Ha J1a00paTOPHBIX
paboTax, BHIMIOJHEHUS BCeX YUEOHBIX 33aJaHHM NMpEenogaBaTessi, 03HAKOMJICHHS ¢ OCHOBHOW W JIOTIOJIHU-
TEJIbHOU JUTEPATYPOH.

Bo BpeMms JIeKIIMH CTYJEHT JOJIKEH BECTH KPATKUM KOHCIIEKT.

PaGota ¢ KOHCIIEKTOM JIEKIIUI MTPEIoiaraeT MPOCMOTP KOHCIIEKTA B TOT e JICHb MOCIIe 3aHATUH.
[Tpu >TOM HEOOXOAMMO MOMETUTH MaTEPUANbl KOHCIIEKTA, KOTOPbIE BHI3BIBAIOT 3aTPyIHEHHS IJIsi TIOHH-
manus. [Ipu 3ToM oOyuaronuiics JOKEH cTapaThCsl HAUTH OTBETHI HA 3aTPYAHUTENbHBIE BOIIPOCHI, HC-
M0JIb3Yysl PEKOMEHyeMYI0 JIuTeparypy. Eciu emMy caMocTosTENIbHO HE yalioch pa3o0paThesi B MaTepua-
e, He00XOAMMO C(OPMYIUPOBATH BOPOCHI U 0OPATUTCS 3a MOMOILBIO K MPENOAAaBATEN0 Ha KOHCYNIbTa-
MY WK Ha OJMKanIIe JIeKIINH.

OOyuaroniemycst HeOOXOAMMO PEryJIipHO OTBOJUTH BpeMs JJisl IOBTOPEHMsI NMPONHAEHHOTO MaTe-
puana, mpoBepsisi CBOM 3HAHUS, YMEHHUS 1 HABBIKH 110 KOHTPOJILHBIM BOIIPOCAM.

JlaGopaTopHble padoThl COCTABISAIOT BaXKHYIO YacTh NMPO(GECCHOHAIBHON MOJATOTOBKH CTY/IEHTOB.
OHM HarpaBJIeHBI Ha HKCIIEPHUMEHTAITBHOE TIOATBEPKICHHE TEOPETHYECKUX MOJIOKEHUH U (OpMUpOBaHUE
y4eOHBIX U MTPOPECCHOHATBHBIX MIPAKTUUECKUX YMEHUI.

BrinonHeHue cryieHTaMu J1abopaTopHbIX pabOT HAaIPaBJIeHO Ha:

000011IeHre, CUCTeMaTU3alllIo, YIiayOlieHHe, 3aKperieHue MOTyUYeHHBIX TEOPETHUYECKUX 3HAHUM
M0 KOHKPETHBIM TeMaM JUCIUILINH;

(dbopmMHpoBaHHE HEOOXOIUMBIX MTPO(ECCUOHATBHBIX YMEHUN 1 HAaBBIKOB;

Coneprxanue nabopatopHbix padot ¢pukcupyercs B PI1J] B paznene 4 HacTosimiei mporpaMMBbl.

[Tpu nmaHupoBaHUM JTa0OPATOPHBIX PAabOT CileayeT YUUThIBATh, YTO HApsALy C BeIyILIEH Lenbio -
MOJITBEPKICHUEM TEOPETHUECKUX TTOJIOKEHHUH - B XO/I€ BBHITIOJTHEHHUS 3aJJaHUI Y CTYACHTOB (POPMHPYIOT-
Csl IPAKTUYECKHE YMEHHsI M HAaBBIKM OOpAIleHUs ¢ JabopaTOpHBIM 000pyA0BaHHEM, annapaTypou U mp.,
KOTOpbIE MOTYT COCTaBJIATh YacTh Mpo(eccnOHaTbHON MPAaKTUYECKOM MOJATOTOBKH, a TaK)Ke MCCIIE0Ba-
TeNbCKUe yMeHHUs (HaOiroaaTh, CpaBHUBATh, aHAIM3HPOBATh, YCTAHABIMBATH 3aBUCUMOCTH, J€NIaTh BbI-
BOJIBI U 00OOIIEHUS, CAMOCTOATEIILHO BECTH UCCIIE0BaHNE, OQOPMIISITh PEe3yabTATHI).

CocraB 3aaHuii /i 1a00paTopHOil paboThI +CIUVIAaHUPOBAH C TAaKUM PacueToM, YTOOBI 32 OTBe-
JICHHOE BPEeMsI OHU MOTJIM OBITh KaUE€CTBEHHO BHIMIOJHEHBI OOJIBIIMHCTBOM CTYACHTOB.

BrimonHenuto 1abopaTopHbIX paboT MpenecTByeT NPOBEpKa 3HAHUM CTYyJEHTOB — UX TEOPETH-
YeCKOW FOTOBHOCTH K BBITIOJTHEHHIO 3aJaHHUS.

[ToMrMO cOOCTBEHHO BBIMOJIHEHHS pabOTHI A KaX10i Ja00paTOpHOI pabOTHl MpeayCcMOTpEeHa
MpoLeaypa 3aluluThl, B X0/1€ KOTOPOW MpenojiaBaTelb MIPOBOAUT YCTHBIA UM MUCBMEHHBIA OMpPOC CTY-
JICHTOB JIJIs1 KOHTPOJISI IOHMMAHUS BBIOJIHEHHBIX UMHU MU3MEPEHHH, MPaBUIBLHON MHTEPIPETALUHU TOTY-
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YEHHBIX PE3Y/IbTATOB U YCBOCHUS MU OCHOBHBIX TEOPETHUECKUX M MPAKTUYECKUX 3HAHUM 10 TeME 3aH -
THUS.

[Tpu moATroTOBKE K IK3aMeHY B JOIOJIHEHUE K U3YYCHHIO KOHCIIEKTOB JICKIIHA U Y4eOHBIX TIOCO-
Ouii, HEOOXOUMO TOJIL30BATHCS YUCOHOU JTUTEPATYPOM, PEKOMEHIOBAHHOW K HACTOSIICH IMporpamMme.
[Ipu nmoAroToBKe K SK3aMEHY HY>KHO M3YyUUTh TEOPHUIO: OMPEICICHHS BCEX MOHATUN U MOIX0/IbI K OLEH U-
BaHUIO JIO COCTOSHUSI IOHUMAHUSI MaTepualla U CaMOCTOSATEIbHO PELIUTh 110 HECKOJbKY THUIIOBBIX 3ajau
U3 Kax10i Tembl. [Ipu pemenuu 3aqaq Bceraa He00OX0MMO YMETh KAYeCTBEHHO UHTEPIIPETHPOBATH UTOT
pelIeHus.

CamocrostesbHas padora cryaeHToB (CPC) no nucuuiuivae urpaet BaXkKHYIO poJib B X0JI€ BCe-
ro yuyebHoro mporecca. Meroauyeckue marepuansl U pekomeHaauuu s odecneuenus CPC rorossrcs
MIPENOIaBaTeIeM U SABJISIIOTCA HEOTHEMIIEMOM YaCThIO MPOTPAMMBI.

10 IepeyeHb HHPOPMANMOHHBIX TEXHOJIOTHI, MCIOJIb3YyeMbIX IIPH OCYILIECTBJICHUH 00pa30-
BaTeJIbHOI0 Mpolecca Mo JMCUMILUIMHE, BKJIKYAsA NMepeyeHb NMPOrpaMMHOr0 odecrieyeHUsi M HMH-
(GopMaIMOHHBIX CIPABOYHBIX CHCTeM (IIPU HEOOXOTUMOCTH)

[Ipun nmpoBeneHun JadGopaTOPHBLIX PadOT NpEeayCMATPUBAETCS HCIOJb30BaHUE IEPCOHAIBHBIX
KOMIIBXOTCPOB, OCHAIIICHHBIX HCO6XO,ZLI/IMLIM KOMIIJICKTOM JIMOCH3WOHHOI'O IIPpOrpaMMHOI'O o0ecrieyeHus.
— Viusual Studio 2010 mo moamucke Dream Spark.

11 Onucanue MaTepuaAJIbHO-TEXHUYECKON 0a3bl, HE00OX0IMMOI /IJI OCYILIECTBJIEHUsS 00pa-
30BaTeJILHOTO MPOLECCa MO THCIUIIJIHHE

JleKIIMOHHBIE 3aHATHSA:

Aynuropus.

JlaGopaTopHbie padoThl M0 JAHHOW JUCHUIUIMHE MPOBOASATCS B KOMIBIOTEPHBIX KJIACCaX, OCHA-
IIEHHBIX HEOOXOAMMBIM KOMIUIEKTOM IPOTrPAMMHOTO 00eCTIeYeHUSI.

ABTOp
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[Tporpamma otoOpena Ha 3acemanuu kadeaper 31 aBrycra 2016 roma, mpotokon Ne 01.



