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1 Hepeqenb IVIAHUPYEMBIX PE3YyJIbTATOB 06y‘leHI/lﬂ mo JTMCHMUIIMHE, COOTHCCCHHBIX C IlJIa-

HHUpPYeMbIMH pe3yJIbTaTaAMH 0CBOEHNsI 00pa30BaTeIbHON NPOrpaMMbI

HeJ'IBIO JAUCHHUITIIMHBI «3ammra I/IH(i)OpMaI_II/II/I» SABJIACTCA MMOATOTOBKA o6yqalo1u1/1xc>1 110 HalIpaB-

nenuto noarotoBku 09.03.01 "MHdopmarnka U BEIYHCIUTENIbHAS TEXHUKA" TOCPEICTBOM 00ECIICUCHHS
3TanoB (popMUpoBaHUS KOMIETeHUUH, npearycMoTpeHHbIx PI'OC, B yacTH MpeACTaBIEHHBIX HIDKE 3Ha-
HUW, YMEHUHN U HaBBIKOB.

3anaann JAUCHUIIIMHBbI ABJAIOTCH:

AaTb 3HAHUA CTyACHTaM 110 OCHOBHBIM YI'pO3aM 0e30macHOCTH KOMIIBIOTEPHBIX CUCTEM;
JAaTh 3HAHWA OCHOBHBIX CTaAHIAPTOB 0e30macHOCTH KOMIIBIOTCPHBIX CUCTEM;

JaTb 3HaHUA MOIIGJIGI;'I 0e30macHOCTU KOMITIBIOTCPHBIX CUCTCM;,

JaTb 3HaHWs OCHOBHBIX KpI/IHTOFpa(i)I/I‘-IGCKI/IX CHUCTEM,

AaTb 3HAHWA OCHOB aAMUHUCTPHUPOBAHUA ceTel u 3alllUThI HHq)OpMaHHH B CCTIX.

JycuumniuuHa HarmpaBieHa Ha (OpPMHUPOBAHHE CIEAYIOIIMX OOMIENPOPEeCcCCUOHANBHBIX U Mpodec-

CHOHAJIBHBIX KOMHGTGHHHﬁ:

OIIK-1. CnocoOHOCTRIO MHCTANIUPOBATh MPOIPaMMHOE M allapaTHoe obecredeHue A uHpopma-
IIMOHHBIX ¥ aBTOMAaTU3UPOBAHHBIX CHCTEM.

OIIK-2. CiocoGHOCTBIO OCBaMBATh METOAMKH MCIOIB30BAHUS MPOTPAMMHBIX CPEJCTB Ui PELICHUS
MPAKTUYECKHX 3a/1a4.

OIIK-4. CriocoGHOCTBIO y4yacTBOBaTh B HACTPOMKE M HajlaJIke MpPOTrpaMMHO-aINapaTHBIX KOMILIEK-
COB.

OIIK-5. criocoOHOCTBIO pemaTh CTaHAAPTHBIE 3a/laul MPO(GECCHOHATBLHON AEATEIbHOCTH Ha OCHOBE
uHpoOpMalMOHHOM u  Oubnuorpaduyeckoil  KynbTypel C TNpUMEHEHHEM HH(GOPMAalMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C YI€TOM OCHOBHBIX TpeOOBaHUI MHPOPMAIIMOHHON 0e301macHo-
CTH

[1K-3. crtocoOHOCTBI0 0OOCHOBBIBATH MPUHUMAEMbIE MTPOEKTHBIE PEIICHHS, OCYIIECTBIATH MIOCTAaHOB-
KY | BBITIOJIHATH KCIIEPHUMEHTHI TI0 TIPOBEPKE UX KOPPEKTHOCTH U 3P (PEeKTUBHOCTH.

B pesyabTare ocBOeHHSI JUCHUILINHBI 00y4aOLIHIiCS 10/IKEeH 3HATh:
aKTyalbHOCTh M BOXKHOCTB Mpo0iieMbl nHpopMmaironHoi 6e3onacHoctu (OITK-5)
1IeJIM, 3a/1a4M, TPUHIMITEI 1 OCHOBHBIE HAaNpaBJeHUsl oOecredeHnss HHPOPMaIMOHHONW 6e30MacHOCTH
(OIIK-5, IIK-3);
3HATh OCHOBHBIE MOJIOKEHUS 3aKOHO/1aTeNIbCTBA B 00JaCTH COBPEMEHHOTO aBTOPCKOTO IIPaBa U 3alllu-
To1 H(pOpManuu (OI1K-2);
HBOJIIOIUIO, TEHJACHIINIO U MEPCIEKTUBBI Pa3BUTHS METOAOB U CPEJICTB 3aAIIUTHl KOMIIBIOTEPHON HH-
dopmanuu (OITK-2);
OCHOBHBIE METO/IbI 3aIIUTHI KOHpHUACHIINaTbHON KoMbloTepHOi nHpopmanuu (OIIK-5, [1K-3, OTIK-
1);
OCHOBHBIE MTOHSATHS, UCTIONb3yeMbIe B cdepe 3anmTthl uHdopmarnuu (OITK-5);
yrpo3bl HHOOPMALIMOHHON 0€30MacHOCTH U KJIacCU(UKALINIO KaHAJIOB HECAHKI[MOHUPOBAHHOI'O J10C-
tyna k uapopmarmu (OITK-5);
COBPEMEHHBIC TIOJIXO/IbI K MOCTPOCHUIO cucTeM 3auuthl nHpopmaruu (I[TK-3, OTIK-4, OI1K-5);

B pe3yibTaTe 0CBOEHUsI TUCIUTLUIMHBI 00YYAIOUIUIACS T0JIKEH YMeTh:
aHaM3UpoBaTh MH(popMannoHHyto uHppacTpykrypy (OIIK-2);
MOJIb30BaThCsl COBPEMEHHON Hay4YHO-TEXHHYECKON WH(popMalueil Mo HCCieayeMbIM MpodieMaM |
3agadyam (OIIK-2);
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® [IPUHMMATh A/ICKBATHBIC PEIICHUS MPH BHIOOpPE CPEACTB 3aUIMThI MH(GOPMALMKM HAa OCHOBE aHAIM3a
yrpo3 (OIIK-5, TIK-3);

e BBIOUpPATH U AaHAIM3HPOBATH MTOKA3aTEIN Ka4yeCTBa CHCTEM M OTJEJbHBIX METOJOB U CPEJICTB 3aIIUTHI
undpopmaruu (OI1K-2);

® OCYLIECTBJIATH MOMCK M aHAIU3UPOBATh HAYUYHO-TEXHUYECKYIO JUTEpaTypy U BBIOMpATh HEOOXOIU-
mble matepuaisl (OIIK-2, OITK-4);

e ONpeAessATh U aHATU3UPOBATH YrpO3bl 0E30MaCHOCTH MH(OPMAIMHM B 3aBUCUMOCTH OT CpElbl JKC-
IuTyaTtanuu npoaykToB uHdopmannonusix Texuonoruii (OI1K-1, OIIK-5, TIK-3);
paspabarbIBaTh MOJICIIH KOMIIOHEHTOB cucTeM 3anuThl nHpopmanuu (OITK-5, [TK-3)
HCIIOJIb30BaTh COBPEMEHHBIE MPOrpaMMHBIE CpellcTBa s MU(POBAHUS U COKPBITUS MHGOpMaUU
(TIK-3)
BBIOMPATH ONMTHUMAJIbHBIE METO/IbI 3aIUTHI KOH(pUAeHIMaTbHOU HHpopmaruu (OITK-5).

® MPUMEHSATH MOJIYYCHHBIC 3HAHUS MPH BBIMOJTHCHUN KYPCOBBIX MPOCKTOB M BBIMTYCKHBIX KBaTU(pHUKa-
IMOHHBIX paboT, a TaKKe B X07e HayuHbIX uccienoBanuii (ITK-3)
aHaJIM3MPOBATh MH(OPMALIMIO HA TIpeIMET COKPbITHs B Hel nanubix (OI1K-1, ITK-3);

e pa3pabaTbiBaTh W CO3/1aBaTh THIIOBBIC CXEMBI 3alIUTHl MH(OpPMAIK Ha OCHOBE COBPEMEHHBIX
cpezacTB obecnieueHus nHpopmannonnoi 6ezomnacHoctu (OIMK-5, TTK-3);

B pe3yabTare 0cBOeHHS AUCHUILIUHBI 00YYAIOLIUIICS 10JI5KeH BIAAeTh:
e HaBBIKAMHU JUCKyCCHH 110 mpodeccuonanbhoi Temaruke (OITK-4);
TEpMHUHOJIOTHEN B 00acTH 3anmthl HHGopmanuu (OTIK-2).
e HaBbIKAMU CO3JaHMs 3aIIMIIEHHOM Cpeibl ¢ MOMOLIbIO alMapaTHO-MPOrPAMMHBIX CPEJICTB 3aLIUThI
(OIIK-1, OIIK-2, OIIK-4, [1K-3) ;
® HaBBIKAMHU pa3pabOTKH 3anuiieHHbIX npuiokeruit (OITK-5, ITK-3)
® HaBBIKAMHU CaMOCTOSITEIILHOTO MPOSKTUPOBaHUs cucTeM 3amuTbl nHdopmaruu (OITK-5, TIK-3)

2 MecTo AMCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlucuuIuinHa OTHOCUTCS K BapHMaTHBHOM yacTu npodeccuonanbHoro mukia b.1.B.OJ1.10 ocHos-
HOM 00pa3oBaTenbHOM MporpaMMBbl MOArOTOBKY OakajaaBpoB 1O Npo@uiisM "BeraucianTenbHble MalluHBbl,
cucTteMbl U ceTH" U "ABTOMaTH3MPOBAHHbIE CUCTEMBI 00pa0OTKH MH(POPMALIMU U YIpaBJIeHUs" HAIpaB-
nerns 09.03.01 "MundopmaTrka 1 BEIYUCTUTETbHAS TEXHUAKA' .

B cootBercTBUM ¢ yueOHBIM IJIaHOM M0 HampasieHuio "MHdbopMaTika U BbIUKCIUTENbHAS TEX-
HUKa" JUCHUIUIMHA «3aliuTa HHPOpMaLUuu) 6a3upyeTcs Ha CIEAYIOUINX AUCIUIINHAX

e F1.B.8 Nudopmaruka

e b1.b9 WmxenepHas rpaduxa

e b1.B.OJ.3 Teopus anropuTMoB

e b1.bS5 Pusuka

e b1.B.OJ.2 JluckpeTHas maTeMaTuka

e b1.B.OJ.S5 KomnbrotepHas rpadpuka

e bl1b.7 Teopust BEpOATHOCTEN U MaTeMaTU4YeCcKasi CTAaTUCTUKA
[TpakTrKa O NOJYYEHUIO NEPBUYHBIX TPOPECCUOHATIBHBIX YMEHUHN U

e b2.V.1 HAaBBIKOB, B TOM YHCJIE IEPBUYHBIX YMEHUN U HABBIKOB HAYYHO-
HCCIIEI0BATEIBCKON NEATEIbHOCTU

b2.V.2 Hcnonaurenbckas MpakTuka
e bl1.b.11 ba3bl naHHbBIX
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e b1.B.O/.1 [IporpammupoBanue
e bI1.B.JZIB.3.1 BBenenue B ONTHUMHU3AIUIO
e bI.B./IB.3.2 Teopus cucrem
e b1.B.OJ.12 Teopust aBTOMaTOB
e b1.B.OJ.13 OCHOBBI TEOpUU YIIPABIICHUS
e bl.b.14 [IpaBoBeneHue
e E2IL1 [TpakTuka o moyiydeHuto npodeccuoHalbHbIX YMEHUN U OIbITa

3HaHUS, YMEHHUS U HaBBIKU, [TOJIyYEHHBIE CTYACHTAMU B IIPOLIECCE U3YYEHHs IUCLUIUIMHBI «3a-
muTa HHGopMaIumy) HeoOX0 MBI sl (OPMUPOBAHMSI KOMIETESHITUHN B CIETYIOIUX JUCIUTUINHAX

po(eCcCHOHATTLHOM e TEIIbHOCTH

e b1.B.OJ.6 TexHoI0rus MpOrpaMMHUPOBAHUS

e b1.B.OJ.7 Cetu U TEIEKOMMYHUKALUU

e b1.B.OJ.8 CeTeBbIe TEXHOJIOTHH

e b1.B.OJ.11 MoaenupoBanue

e b1.B.OA.15 ComnpoBosxk/ieHre pa3paboTKH MPOrPaAMMHOT0 00ECIICUeHUS

e b1.B.OA.17 Nuxenepnoe npoexktupoBanue u CAIIP

e b1.B.JIB.5.1 [Ipukiagnas cTaTucTUKa

e b1.B.JZIB.5.2 MeToap! aHamM3a TaHHBIX

e bI1.B./IB.6.1 AnmnapartHas peanu3anus alropuTMOB

e b1.B.ZIB.6.2 TexHonorus npoexktupoBanus ycrpoicts Ha [IJINC

e b1.B.JIB.11.1 NHTEepHET-TEXHOJIOTUU

e bI1.BJIB.11.2 [TpoexktupoBanue WEB-nipunoxenuit

e B2I13 TexHosmornueckas IpakTUKa

e b1.B.O/14 OrnepalinOHHBIE CUCTEMBI

e b1.B.O/.14 TecTupoBaHue MpPOrpaMMHOTO OOECTIEYeHUS

e BIB.OJMLI6 KoHcTpynpoBaHue U TEXHOJIOTHH CPEJCTB BEIYMCIUTEIBHON TEX-
HUKA

e b1.B.OAY9 MHuUKpOIPOLIECCOPHBIE CUCTEMBI

e b1.B./IB.7.1 Teopus nepeaaun uHpOpMaLUU

e b1.B.JIB.7.2 Mertob! U cpeacTBa IUPPOBOH CBI3U

e b1.B./ZIB.8.1 OCHOBBI TEOPUU HAJEKHOCTU

e b1.B.JIB.8.2 HanexxHocTh M AMarHocTuKa TEXHUYECKUX CPENICTB

e b1.B.JZIB.9.1 [TpoexkTupoBanrie HHOOPMALIMOHHBIX CHCTEM

e b1.B./ZIB.9.2 HubopmaninoHHbIe TEXHOIOTUN

e b1.B.JIB.10.1 KopnopatuBHbIE U BE€IOMCTBEHHBIE CETH

e bI1.B.JIB.10.2 TexHonornueckue cetu Juisi cOopa JaHHBIX U YIIPaBICHUS

e b1.B./ZIB4.1 Beenenue B iudpoByro 00pabOTKy CUTHAJIOB

e b1.B./ZIB.4.2 Teopust curHajion

e b2I14 [IpenaumioMHas npakTuKa

e B3 ['ocynapcTBeHHas UTOrOBasi aTTECTALIUS
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3 O0beM TMCUMILUIMHBI B 32a4YeTHBIX €IMHHUIAX € YKA3aHHMEM KOJMYeCTBA aKaJeMUYeCKHX
4acoB, BbIIeJIEHHBIX HA KOHTAKTHYI0 padoTy o0y4yamomuxcsi ¢ npemnojaBareiaeM (Mo Buaam y4deo-
HBIX 32HAITHII) 1 HA CAMOCTOSITEJILHYIO Pa00Ty 00y4aroIMXcs)

OOm1ast TpyI0EMKOCTh JUCIUILTHHBI COCTABISAET S 3aueTHbIX equHuIbl, 180 gacos.

AynuTopHasi pabora

Ty bl

Yacrp nukia: Bapuartupnas OO0s3arenbHas Kypc
JMCLIUIIIMHA

WHieKe IMCIUIIAHEI 110 y4eOHOMY TUIAHY b1.B.OZ1.10

YacoB Bcero no yueOHOMY IJIaHy 180 4

TpynoemkocTs B 3aueTHbIX equHunax (3ET) 5) 4

Jlexuuu (3ET/ yacoB) 0,22/8 4

Jlaboparopusie padoTsl (3ET/ gacoB) 0,22/8 4

OO0beM camocCTOATENbHONW pabOoThl MO y4EOHOMY IUIAHY 4,31/155 4

(3ET/ wacoB Bcero)

DK3aMeH 0,25/9 4

CamocrosiTesibHasi pad0Ta CTyAeHTA

TpynoémkocTs

Bun pabor 3ET e
IToaroroBska K JIEKIIMH 0,47 17
N3yuenune AOMOTHUTETHHOTO TEOPETHIECKOTO MaTepraia 2,33 84
ITonroroBka K ceaHCy TECTUPOBAHUS 0,37 13
IToaroroBka Kk KOHTPOJIBHOM paboTe 0,47 17
[ToaroToBKa K BEIMOJIHEHHUIO U 3aIIUTE JIAOOPATOPHBIX paboT 0,67 24
(1126)
Bcero: 4,31 155




Pabouas npoepamma oucyuniunvr 51.B.0/].10 f

CMONEHCKMA
( @nuInAn
o

X
Y

«3awuma ungopmayuuy Mj"_)

4 Couepma}me AUCHUIIVIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM C YKa3aHUEM OTBECIACHHOI'0O HA HUX

KOJIN4YeCTBA aKAACMHUICCKUX YaC0B U BUJ10B y'—leﬁﬂbIX 3aHATHI

Buiel yueOHOM paboThI, BKIIIOYAsk CAMOCTOSI-
° TEJbHYIO pabOTy CTYJCHTOB H TPYA0EMKOCTH (B
5 Jacax)
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1 | Ucrounuku, pucku u GopMbI 33 2 2 31
aTak Ha KOMITBIOTEPHBIC CHCTe-
Mbl. Mojesnu 06e30macHOCTH
UH()OPMAIHOHHBIX CHCTEM.
CranapThl 0€3011aCHOCTH.
3aKoHOJAaTENbHbIE MEPHI 3alU-
Thl HH(OpMAIUU
2 | Kpunrorpaduueckue MOJIETN U 50 6 2 4 44
METO/IbI 3aIIUThI HHOpMAIHH
3 | 3ammra uEpOpPMALMHU B COBpE- 40 4 2 2 36
MEHHBIX OINEPAIOHHBIX CHCTE-
Max
4 3amura HHGOPMALMHK B CETH 48 4 2 2 44
DK3aMeH 9 9
Bcero 180 16 8 8 9 155

Tema 1. McTouHUKH, pUCKH U (OPMBI ATAK HA KOMIILIOTEPHBIE cucTeMbl. Mopaenu 0e3onacHocTH
HHPOopManNOHHBIX cucTeM. CTaHIapThI 0€301aCHOCTH. 3aKOHOAATeIbHbIE MePbI 3alIUTHI HH(pOP-
Maluum

Jlexuusi 1 (2 yaca)

OYHKIMK 1 33]]a91 3aUTHI HHGOPMAITUU. MeTOIbl M CHCTEMBI 3aIUThl HHpopManuu. OCHOBHBIC
BUJIBI yTpo3 OezonacHocTu. Kimaccudukarms arak Ha BRIYUCIUTEIbHBIE CUCTeMBbl. (CeTeBbie ara-
ku. KoMITbroTepHBIe BUPYCHl M aHTHBUPYCHBIE TIporpaMMbl. Koaupukarop KOMITBIOTEPHBIX Tpe-
CTYIUICHHI UHTEPIIONA.

Buapl monutuk 6e3omacHocTr. Juckpennonnbie Moaenu. ManaaTHeie Mojienn. Mojienb posieBo-
ro goctyma. MaremaTudeckue Mojenud WH()OPMAIMOHHOW Oe30macHOCTH. Mozenu Ha OCHOBE
JTMCKPETHBIX KOMITOHEHT (XappucoHa-Py330-YnbpMmana, Mozienb paclipoCTpaHEeHHs TIpaB JOCTYIIa
Take-Grant). Monenu MaHgaTHOrO pasrpaHuueHus noctymna (Mopenb bemna-Jlallagyma, Moxensb
buba, manmaTHast MOIENb 3aIIUTHI OT YTPO3 OTKa3a B 00CTyXUBaHUH). MO pOJIeBOTO pa3rpa-
Hudenus nocryna (basoBas Moaens poaeBOro pa3rpaHUYCHHsI TOCTYTIA).

Ponw cranmaproB mHbOpManmoHHOW Oe30MacHOCTH. MeXayHapoaHbIe CTaHAAPThl MH(POpPMAIIH-
onnoit 6e3onacuoctu (Crangaptel ISO/IEC 17799:2002, Mexnynapoausiii cranaapt 1SO 15408
«O06mue xkputepun 0€30MacHOCTH MH(GOPMAIIMOHHBIX cucTeM», CTaHaapThl IJis O€CTPOBOIHBIX
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cereir, CtanmapTel mHPOpMAMOHHOW Oe3omacHocTH B Internet). OredecTBEHHBIC CTaHAAPTHI
0e3onmacHOCTH MH(OpPMaMOHHBIX TexHoJorui (marepuansl ['ocrexkomuccun PD, 'OCT P
HNCO/M3K 15408-1, TOCT P UCO/MDK 15408-2, TOCT P UCO/MDK 15408-3).

CamocrosiTesbHasi padoTa

Buj camocrositenbHO# paboThl cTyneHTa (Kyp- Beero a-

Tema y4eOHOM TUCIIUTUIMHEI | COBOM MPOEKT, KypcoBasi pabora, pedepar, pac-

yeTHO-rpadudeckas padbora, ap.) coB
Tema 1. Mcrounuku, pucku | M3ydeHre HONOIHUTENBHOIO TEOPETHYECKOTO 16
1 OpPMBI aTak Ha KOMIIbIO- | Marepuaja
TepHble cucTeMbl. Monenn | [loaroroBka K ceaHcy TECTUPOBAHMS 5
0e30MmacHOCTH [ToaroroBka K JIeKIuu 5)
UH(pOpMaLMOHHBIX cucTeM | [ToAroToBKa K KOHTPOJILHOU paboTe 5

NTOT'O: 31

Texymmii KOHTPOJIb — YCTHBIE ONPOCHI IO MaTepHajiaM JEeKIUU | U caMOCTOSATENbHO U3YyYEH-
HBIM pa3jiesiaM, KOHTPOJIbHAs paboTa, TECTUPOBAHUE.

TecrupoBanue

Iesnb TecTUpoOBaHUS - MPOBEPKA 3HAHMI, OJYYEHHBIX IPU U3YYECHUH OOLIMX BOMPOCOB KOMIIbIO-
TEpHON OE30MACHOCTH.

KonTpoabsHasi padora

Llenb KOHTPOJIBHOM pabOThI — ONIPE/IETIEHUE COOTBETCTBUSL HEKOTOPON BBIUMCIUTEILHON CUCTEMBI
MPUHATON MaTeMaTH4ecKoi Mojenu HH(opMarmonHoi 0ezonmacHoctu. CTyeHTaM IpejyiaraeTcs
BapUaHT BBIUYMCIMTEIBLHOW CHCTEMbI U MaTeMaTH4ecKas Mojienb. TpedyeTcs onpenenuThb, Hapy-
IAI0T JIM JeWCTBUS MOJIb30BaTeNs MpaBuiIa MPeIoKeHHON Mozenu uH(opMalMoHHON Oe3onac-
HOCTH

Konsl popmupyemsbix komnerennuii: OIIK-1, OIIK-2, OIIK-5, TTK-3,I1K-4

Pe3yabTaThl ocBOCHMA

OIIK-1: 3HaeT OCHOBHBIE MOJIOKEHUS 3aKOHOAATENbCTBA B 00JIACTH COBPEMEHHOT'O aBTOPCKOTO
IpaBa U 3alIUThl UHPOPMAIMH, OCHOBHBIE METO/IbI 3aIUThl KOH(UIECHIINATBbHON KOMITBIOTEPHON
uHpopMalnu.

OIIK-2: BrmaseTh TEPMUHOJIOTHEH B 00JACTH 3alIUTHl WHPOpPMANNUU. AHAIM3UPOBATH WHPOpPMa-
LIUOHHYIO0 HH(PACTPYKTYpPY, MOJIb30BAThCS COBPEMEHHON HayYHO-TEXHUUYECKON nHpopManuei no
HCCIIeTyeMbIM MpobiieMaM U 3a1a4am

OIIK-5: 3HaTh aKTyaJbHOCTh M BaXKHOCTb MPOOJIEMBbl HHPOPMAIIMOHHOM 0€30MacHOCTH, 3HATh Y-
PO3bI HHPOPMALIMOHHON O€30MaCHOCTH U KIIaCCU(UKALMIO KaHAJIOB HECAHKIIMOHUPOBAHHOT'O J10C-
Tyna K uH(GOpMalluu, ONpeAessaTh U aHAIU3UPOBATh YTpo3bl O€30MacHOCTH MHPOPMAIUU B 3aBU-
CHUMOCTH OT CPEIbl KCILTyaTallui MPOAYKTOB HH(POPMAIIMOHHBIX TEXHOJIOTHM.

[1K-3: 3HaTh nenu, 3aa4u, NPUHIMIIBI U OCHOBHbBIE HAIpaBlieHUsl obecrieyeHus: HHGOpMaluoH-
HOW 0€30MacHOCTH, YMETh NMPUHUMATh a/I€KBATHBIE PEIICHHs MPU BHIOOpPE CPEICTB 3aLIUTHI MH-
(dbopMaluu Ha OCHOBE aHaJIM3a YIpo3.

[1K-4: BnageTh HaBBIKAMH AMCKYCCHU IO MPO(GECCHOHATBHON TeMaThKe. 3HaThb COBPEMEHHBIE
MOJIXOJIbI K MOCTPOEHHUIO CUCTEM 3allUThl HH(OpMaLun

OIIK-2: 3HaeT 3BOJIOIMIO, TEHJICHIIMIO U TMEPCIEKTUBbI Pa3BUTHS METOJOB M CPEJCTB 3allUThHI
KOMITHIOTEPHOW MH(POPMAIIHH. .

Tema 2. Kpunrorpadguueckue MoeJd U MeTObI 3alIIUTHI HH(POPMALMHU
Jlekuus 2 (2 yaca)
Crannmapt mmdpoBanuss DES. YcoepmeHncTBoBanHbIN cTanmgapt mudpoBanus AES. Otedect-
BeHHBIN cTangapT mudpoBanus [OCT 28147-89. Pexxumsr padotsr I'OCT 28147-89 — npocroii
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3aMeHbl, TAMMHUPOBAHMsI, TAMMHUPOBAHUS ¢ 0OPaTHOM CBS3BIO U F€HEpallud UMUTOBCTaBKU. Kpun-
tocToikocTh mmdpa 'OCT 28147-89.

Acummerpuunble kpuntocuctembl. Kpunrocucrema RSA.

XsmupoBanue HHGOPMALUU U ANEKTPOHHAS HU(POBast MOANUCH. AITOPUTM 0€30MaCHOr0 X3UIH-
poBanusi SHA, OteuectBennblii crapaapt xam-gpyHkuuu 'OCT P 34.11-2012. Anroputm 37ex-
TpoHHOU 1MppoBoit moanucu RSA. AnroputMm mudpooit noanucu DSA. OTedecTBeHHBINH CTaH-
napt mudposoit moamucu ['OCT P 34.10-2012.

besonacHoe pacnipenenenne kimrodei. Anroputm Juddu-Xemnmmana. TexHomorun ayreHTUDUKA-
MU — METOJbI ayTeHTH(UKanuu, ucnons3yromue napoinu u PIN-koabl, 6nomerpuieckas ayTeH-
tudukanus nojs3opareins. [IpoTokosbl uaeHTUGUKAIIMN ¢ HYJIEeBOW nepeaadei 3Hanuid. MHdpa-
CTpyKTypa ymnpasiieHus oTKpeITbIME Kitodamu PKI. ITpuanuner pyakimonuposanus PKI. Jloru-
yeckasi CTpyKTypa u komrnoHeHTsI PKI.

JlaGopaTopnas padora Ne 1 (2 yaca)

CoBpeMeHHbIE CHMMETPUYHBIE KPUIITOCUCTEMBI K aCHMMETPUYHBIE KPUTITOCUCTEMBI.

Lenpb paboter: M3ydyeHne mpuHIMIIOB pabOTHl CAMMETPUYHBIX ¥ aCHMMETPHUYHBIX KPHIITOCHCTEM,
MHOTHE M3 KOTOPBIX SIBISIOTCS HAIIMOHAIBHBIMU WJIM BEJOMCTBEHHBIMU CcTaHAapTamu; M3ydeHue
peanu3anuii CHMMETPHYHOM U cumMmeTpudHoii kpuntorpaduu B cpeae .NET Framework.
JlabopaTopnasi pa6ora Ne 2 (2 yaca)

X3MIUpOBaHKE U SICKTPOHHAS IIU(PPOBASI ITOITUCH.

Lenb pabotei: M3ydyenue meToqoB (GopMHUpOBaHUS AalpkecTa cOOOMeHUs (XduI-QyHKIWK) U
anekTpoHHOU 1udposoit noanucu (DLI1); M3yuenne peanuzanmii xam-pyakuuii u DI B cpene
NET Framework; Peanuzaiust cymecTByOIIUX X31-GyHKIMA 1 anroputmos DLIIT.

CamocrosiTesbHasi padora

Bun camocrositensHO# paboThI cTyIeHTa (Kyp- Beero da-
Tema y4eOHOM AMCHUIUIMHBL | COBOM MPOEKT, KypcoBas pabora, pedepar, pac-
yeTHO-rpaduyeckas padbora, ap.) coB
OdopmiieHre u MOArOTOBKA K 3amuTe jadopa- 8
TOPHBIX paboT
Tema 2. Kpunirorpadude- N3yueHne [OMOJHUTEIBHOTO TEOPETHYECKOTrO o4
CKHE€ MOJIETIN U METO/IbI MaTepuaia
3aIuThl HHOOPMAITUU [ToaroroBka Kk KOHTPOJIBHOM paboTe 4
IloaroroBka K ceaHcy TECTUPOBAHUS 4
TloaroroBka k jgexuu 4
HNTOI'O: 44

Texymmii KOHTPOJIb — YCTHBIE ONPOCHI IO MaTepHajlaM JEKIUU 2 U CaMOCTOSATENbHO U3Y4EH-
HBIM pa3zJiesiaM, TECTUPOBaHHEe, KOHTPOJIbHas paboTa.

TecrupoBanue

TectupoBanue MpoBOAUTCS MO MaTepHajaM JIEKIIMU 2 U CaMOCTOSTENbHO U3YUYEHHBIM pa3fieliaM.
SIBnsiercst uTOroBeIM 1o Teme «Kpunrtorpapuueckne MOAECTH U METOJbI 3alIUTHl HH(POPMAIIUN.
B xoze npoBeaeHus TeCTUPOBaHUS IPOBEPSIIOTCS 3HAHUS CTYACHTOB B 00J1aCTH CUMMETPHYHOMN U
aCUMMETPUYHOIN KpurnTorpaduu, X3MUpoBaHus, GOPMUPOBAHUS IEKTPOHHON - IM(PPOBOI MOJ-
MUCH, UIEHTU(UKALWU U ayTeHTH(PHUKALMU T0JIb30BaTeNel, 0€30MacHOT0 pacipeieeHus Kilouen
1 MH(paCTPYKTYphl OTKPBITHIX Kiroueit PKI.

KonTpoabHasi padora

Lesnb KOHTPOIBHOM PabOTHI — 3aKperyieHHe 3HaHUK B 007aCTH KPUNTOrpapuUeCKON 3aIIUThl HH-
dhopmaruun

Koasl popmupyemsbix komnerenuuii: [1K-3, OIIK-5, OITK-1.

Pe3yabTarhl 0CBOCHUA

OIIK-1: ymeer aHanM3UpOBaTh HH(POPMAITHIO HA IPEAMET COKPBITUS B HEH TaHHBIX.
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OIIK-5: ymeer BbIOMpATh ONTUMAIIbHBIE METO/IBI 3AIIUTH KOH(DUICHINAIBHOW HHPOPMALIHY.
I1K-3: ymeer pa3pabaTbiBaTh MOJIEIM KOMIOHEHTOB CUCTEM 3allUThl UH(OPMAIMH, UCIOIb30BATh
COBpPEMEHHBIE MPOrPaMMHBIE CPECTBA U MHU(POBAHUS U COKPBITHS HHPOPMAITUU. YMEET MpH-
MEHATh MOJTY4YEHHbIE 3HAHUS IPU BBIIOJIHEHUM KYPCOBBIX IPOEKTOB M BBITYCKHBIX KBaJIM(UKa-
IIUOHHBIX paboT, a TAKXKE B XO/I€ HAYYHBIX UCCIICIOBAHUM.

Tema 3. 3ammTa uHGOPMANH B COBPEMEHHBIX OMEPAIMOHHBIX CHCTEMAX
Jlekuust 3 (2 yaca)
[TpoGnema obecnieueHus 6e3omacHoctr onepannoHHbIX cucteM (OC). Yrpo3sr 6e3onacHoctu OC.
[Tonsatue 3ammumenHoir OC. Apxutekrypa noacuctembl 3amuTel OC (0CHOBHBIE (QYHKIIMH T1O/I-
cuctembl 3amuthl OC, uaeHTHUKAIUS, ayTeHTU(UKAIMS U aBTOPU3AINS, pPa3TPaHUYCHUE JT0C-
tyna Kk oobektam OC, ayaut). 3ammra uadopmanuu 8 OC Windows. 3amura uadopmarnuu 8 OC
Linux. Cucrema Kerberos.
JlaGopaTopuas padora Ne 3 (2 yaca)
KoHnTpoib foctyna K pecypcam onepalvoHHOW CUCTEMBbI, oTciiexuBaHue coobituil OC u aHanus
CUCTEMHBIX KypHAJIOB.
Lenb nmaboparopHoii paboTsl: MccienoBaHre METOA0B KOHTPOJIS JIOCTyNa K pecypcaM omepariu-
OHHOHM CHCTEMBbI; Y IaJeHHBIN JOCTYN K pecypcaMm ¢ ucrnoib3oBanueMm texnonorun WMI; Pac-
CMOTPEHHE METOOB pabOThl C CHCTEMHBIMH KypHaTaMu; OTCIe)KUBaHUE COOBITHI W3MEHEHUS
anmapatypsl U ¢aitnoBoil cucreMsr; OTciaeKUBaHUE COOBITHI 3aMCHU B CUCTEMHBIE JKYPHAJIBL.
CamocrosiTesibHas padora

Bun camocrositensHoil paboThl cTyaeHTa (Kyp- Beero a
Tema yueOHOM NUCIMIUIMHBI | COBOM MPOEKT, KypcoBas padbota, pedepar, pac- con
yeTHo-rpaduyeckas padbora, 1p.)

W3ydenne NOMOIHUTENHHOTO TEOPETHIECKOTO 20

MaTepuaia
Tema 3. 3amura nadopma- P =

ITonroToBka K KOHTPOJBHON paboTe 4
IIUHM B COBPEMEHHBIX OIepa-

Odopmnenre 1 MOAroTOBKa K 3aluTe Jabopa-
IIUOHHBIX CUCTEMAX . 8

TOPHOH pabOTHI

[TogroroBka K Jeknuu 4

HNTOI'O: 36

Texymuii KOHTPOJIb — YCTHBIE OMPOCHI 110 MaTepuaiaM JEeKIHUH 3 U CaMOCTOSITEIbHO U3y4YeH-
HBIM pa3zfienaM, KOHTpoJIbHas paboTa.

KonTtpoabnas padora

[Ipu moaroToBKe K KOHTPOJIBHOW paboTe CTYACHTHI JOJDKHBI MOBTOPUTH JIEKIIMOHHBIN MaTepua
IO 3alIUTEe ONepalMoOHHbIX cucTeM. Oco0oe BHUMaHKHE B KOHTPOJIbHOM paboTe yensieTcst BOpo-
caM 3aIUThl KOHKPETHBIX onepannoHHbIx cuctem (Windows u Linux).

Koabl popmupyembix komnerennuii: OITK-1, OITK-2, OIIK-4

Pe3yabTaTnl 0CBOCHUS

OIIK-1: ymeeT ycTaHaBIMBaTh U HACTPaWBaTh CUCTEMBI 3aLIUTHI HHPOPMAIIUU

OIIK-2: ymeer BbIOMpaTh U aHAIM3UPOBATH IMOKA3aTENU KauyeCTBAa CUCTEM U OT/AEIbHBIX METOJIOB
U CPEJCTB 3alIUThl HHPOPMAIIH.

OIIK-4: ymeer BbIOMpaTh ONTHMAJbHBIE METObI 3AIIUTHl KOH(HICHIMAILHONH HH(OpMaIuu B
COOTBETCTBUH C 0COOCHHOCTSIMU KOHKpeTHOU OC, OCYIIECTBIATh MOUCK U aHAIM3UPOBATh HAYY-
HO-TEXHUYECKYIO JTUTEPATypy U BEIOUPATh HEOOXOJUMBIEC MaTEPUAIIBI.

Tema 4. 3ammra undopmanum B ceTn
Jlekumus 4 (2 yaca)
IPSec. 3ammra mHpOpMaIMKU HA TPAHCIIOPTHOM ypoBHEe cemmypoBHeBoi Monenu ISO/OSI. Pe-
KUMBI pa0boThl mpoTokosia IPSec (TpancnopTHbIil 1 TyHHENBHBIN). [IpoTokonsl 6e3onmacHocTH IP-
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Sec — 3arosoBok ayreHTHdukanuu (AH)u pexuM HHKanCyasiuu noje3Hor Harpysku (ESP).
Crparerus 6e3omacHoctu mpotokoia IPSec. OOmen kirodamu 1o mpotokosry IPSec (mpotokos
UHTEpHET - oOMeHa kirouamulKE).

ITpotokon SSL/TLS. 3ammura nHpopManuyu Ha MPUKIAJIHOM YPOBHE CEMHYPOBHEBOM MOJIEIH
ISO/OSI. SSL-apxutekrypa. ®opmatsl coodmeHuit SSL.

[Tpotokon SMIME u cucrema PGP.

MesxceteBblie dkpanbl (M3J). OyHKIIMH MEXKCETEBbIX IKpaHOB. OCOOEHHOCTH (HYHKIIMOHUPOBAHUS
MD Ha paznuunbIX ypoBHsIX Mozaemn OSIl. Cxemsl ceTeBo# 3amuThl Ha 6aze MD.

Cucrema otcnexxuBanusi Bropxenuii (IDS). TexHosmorus aHanusa 3ailuIieHHOCTH. TeXHOJIOTHU
obHapyxenus atak. Knaccudukanus cucrem IDS. Apxurtekrypa IDS.

AyIUT 1 MOHUTOPUHT 0€30TIACHOCTH.

JlaGopaTopuas padora Ne 4 (2 yaca)

[lepexBar u aHaNHU3 CETEBBIX MMAKETOB.

Lens paboter: U3yunth Bo3moxkuHocTd oubarorekn WinPcap, M3yunts BO3MOKHOCTH OHOIHOTE-
ku SharpPcap; ocyiiecTBUTh epexBaT U aHaJIM3 CETEBBIX MTAKETOB HA CETEBOM TPAHCIIOPTHOM H
MPUKIAIHOM ypoBHsX moaenu OSI.

CamocrositesibHas padora

Bun camocrositenbHOM paboThI CTyIeHTa (Kyp- Beero 1a
Tema y4eOHOM TUCIUIUIMHEI | COBOM MPOEKT, KypcoBas pabota, pedepar, pac- con
yeTHO-Tpadudeckas padbora, Jip.)

OdopmiieHre n MOAroTOBKAa K 3amuTe jadopa- 8

TOPHOI pabOTHI

[loaroroBka K KOHTPOJIBLHOU paboTe 4
Tema 4. 3amura nadopma-

IloaroroBka K TECTUPOBAHHUIO 4
IIUU B CETH

N3ydyeHune IOMOMHUTEIBLHOTO TEOPETUYECKOTO 24

MaTepuaia

[TogroroBka K Jeknuu 4

NTOI'O: 44

Texymuii KOHTPOJIL — YCTHBIE ONMPOCHI 110 MaTepuaiaM JEeKIHH 4 U caMOCTOSTEIbHO U3y4YeH-
HBIM pazjiesiaM, KOHTPOJIbHAs paboTa.

KonTtpoabnas padora

[Tpu moAroTOBKE K KOHTPOJBHON paboTe CTYACHTHI MOBTOPSIOT JIEKIIMOHHBIA MaTepHai Mo cie-
ayromuM Temam: rpotokon IPSec, mporokon Kerberos, mpotokon PGP, mpotokon S/MIME, mpo-
Tokoa SSL/TLS, meron mmdpoBaHus 3JIEKTPOHHON MoYTh base64, meron mudpoBaHHs dJICK-
TpoHHOU MouTHl (uoted printable, cucrema orciexxuBaHUs BTOPIKEHHIA.

Koabl popmupyembix komnerennuii: OITK-1, OIIK-2, OIIK-4, OIIK-5, T1K-3

Pe3yabTaThl 0cBOCHUS

OIIK-1: BJIAJICET HaBBbIKAMU CO3/IaHUS 3alllMIIEHHONM CpeAbl € TOMOIIBIK aIapaTHO-
MPOrPaMMHBIX CPEJCTB 3allUTHl. YMEET yCTaHaBJIMBaTh M HACTPAaWBaTh CHCTEMBI 3aLIUTHI HH-
(dbopmanmu B CeTH, BHITIOTHSITH ayJUT U MOHUTOPHHT O€301TacCHOCTH

[1K-3: Brageer HaBBIKAMU pa3paOOTKM 3AIIMIIEHHBIX NPUIOKEHUH W HABBIKAMHU CaMOCTOSITENb-
HOTO TTPOEKTHPOBAHUS CHCTEM 3aIUTHl HH(POpMAaIHH.

OIIK-5: pa3pabaTeiBaTh U CO3[aBaTh THUIIOBBIC CXEMBI 3alUTHI MHPOPMAIIMU HA OCHOBE COBpE-
MEHHBIX CPEJICTB oOecTieueHust HHPOPMAIIMOHHON 0€30MaCHOCTH

OIIK-4: criocobeH y4acTBOBaTh B HACTPOIKE M HAJA/IKe CHCTEM 3alllUThl BHIYUCIUTEIBHBIX KOM-
IUIEKCOB U aBTOMaTU3MPOBAHHBIX CUCTEM B CETH, YMEET CONPAraTh annapaTHble U IPOrpaMMHbIE
CpezAcTBa B COCTaBe MH(POPMAIIMOHHBIX M aBTOMATU3UPOBAHHBIX CUCTEM

10
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HpOMe)KyTO‘lHaﬂ arrecranusd 1Mo JTMCIHUMIIINHE: IK3aMCEH.
I/I3yquI/Ie JUCLHUINIIMHBI 3aKaHYHUBACTCs 3K3aMCHOM. DK3aMeH IIPOBOAUTCA B COOTBETCTBUU C Ilo-

JIO’)KEHUEM O 3a4eTHOM M sKk3amMeHaunoHHOW ceccusx B HUY MOU u MHCTPpYKTHBHBIM IHCHMOM OT
14.05.2012 r. Ne 21-23.

5 CamocrosiTesibHast pa6oTa CTyJeHTa
Jli1a obecriedeHust caMOCTOATEIbLHON PabOThI pa3pabOTaHBI:

Koncnekr nekuuii o aucruminde (em. npuioxenue 3.PIT/1 51.B.0/1.10 (5k));

2. Meronuueckre yKa3aHHs K BBIIIOJIHCHHIO JA0OpaTOpHBIX paboT (cMm. mnpuioxkenue 3.PI1J]
b1.B.O/1.10 (116));

3. Meroauueckue yKazaHHUS K CaMOCTOSITENIbBHON pabore cryaeHToB (cMm. mnpuioxenue 3.PITJ]
b1.B.OJ1.10 (cpc)).

=

6 ®oHJ OLEHOYHBIX CPEICTB /JIs1 MPOBeIeHUs MPOMEKYTOUHON aTTeCTANU 00yUYalUIUXCsl
Mo AUCIHUILINHE

6.1 IlepeyeHb KOMIETEHINI ¢ YKa3aHUEM TaNoB UX (JOPMUPOBAHUS
[Tpu ocBOCHUH TUCTUTUIMHBI GOPMHUPYIOTCS CIEAYIONUE KOMIICTCHIINU:
o obmenpodeccuonanbubie OIIK-1, OIIK-2, OITK-4, OIIK-5;
e tnpodeccuonanpubie I1K-3.
VYka3aHHble KOMIETEHIUN (OPMUPYIOTCA B COOTBETCTBUU CO CIEIYIOIIUMHU TANaMu:

1. ®opmupoBaHHE M Pa3BUTHE TEOPETUICCKUX 3HAHUH, IPEIYCMOTPEHHBIX YKa3aHHBIMUA KOMITCTCHIIH -
MU (JIEKIIMOHHBIE 3aHATHUS, CAMOCTOATEIbHAs paboTa CTYACHTOB).

2. TlpuoOpeTeHre U pa3BUTHE MPAKTUYSCKUX YMEHHM, MPEIYCMOTPCHHBIX KOMITETECHITUSMU (TIPaKTHIe-
CKHe 3aHATUs, 1abopaTopHbIe pabOThI, BHIMOJIHEHNE pACUeTHO-Tpa@uuecKoi paboThl, CAMOCTOSITEINb-
Has paboTa CTy/IEHTOB).

3. 3akperuieHne TeOpeTUYECKIX 3HAHUM, YMEHHUI U MPAKTUYECKUX HABBIKOB, MIPEIYCMOTPEHHBIX KOMIIE-
TEHLUSIMH, B XOJI€ 3alIUT JIa0OpAaTOPHBIX palOT, BHITIOJHEHHS pacdeTHO-rpaduyecKkoi padoThl, a
TaK)Ke PEelIeHHs] KOHKPETHBIX TEXHUYECKHX 3a7au Ha MPaKTUYECKUX 3aHATHUAX, YCIEIIHOW caun dK-
3aMeHa.

6.2 Onucanue nokasareJieil 1 KpuTepueB OLICHNBAHUS KOMIIETEHIIMII HA Pa3IMYHbIX ITANaX
ux popMUPOBAHMSA, O CAHNUS LIKAJ OLleHUBAHUSA

q)OprI TCKYIICIro KOHTPOJIA M0 TeMaM JUCHHIIJIHHBI

NeNenn HaumeHoBaHue TeMbI IUCIHHILIU- ®opMbI TEKYLIET0 KOHTPOJISI
HbI
1. Tema 1 Tect, KOHTpONIBbHAs paboTa
2. Tema 2 Tect, KOHTpOJIbHAS paboTa
3. Tema 3 KonTponbHas padbora
4. Tema 4 Tect , KOHTpoOJIbHAS paboTa

Bubl KOHTPOJIsSI CAMOCTOSITE/ILHOI PA0OTHI CTYICHTOB M OlIeHOYHbIE CPeICTBA

Ne | Nekypca | Tema yue0- Bunael koH- OueHouHbIE CpeACTBA
n/a HOM TUCIIAII- TPOJIS
JIUHBI
1 4 Tema 1,2,3,4 | KontpoasHas | «3»- [IoporoBslii ypoBeHb OCBOCHHSI KOMIIETEH-
paborta 805071
«4»- [IpoABUHYTHIN YPOBEHb OCBOCHHS KOMIIE-
TEHIUU
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«5»- BBICOKMI YPOBEHb OCBOCHUSI KOMIIETCHIIUU

Tema l, 2, 3 Tect

TEHIIUN

MIETEHIINU

1805051

«50%»Iloporosblil ypoBEeHb OCBOEHHSI KOMIIE-
«70%»- IIpoaBUHYTHIN YpOBEHb OCBOEHUS KOM-

«90%»- BpICOKMI1 ypOBEHb OCBOEHUSI KOMIIETEH-

Oo0pa3oBaTe/ibHbIE TEXHOJIOTMH, 00ecTeYnBaIOIIHE Pe3yJbTAThl 0CBOCHUS IMCUUILIMHBI B Gop-

Me KOMIIeTeHI Ml

Konx kom- KoMIOHEHTHBIN cOCTaB KOMIIETEHIIUU (JIECKPUIITOPHI) TexHonoruu CpenctBa
METEHINH ¢bopmupo- OLIEHKHU
BAHMS
OIIK-1 3HATh: OCHOBHBIE ITOJIOJKEHMS 3aKOHOIaTENILCTBA B 00J1ac- | JIEKIIMH, Tect
TH COBPEMEHHOTO aBTOPCKOTO MpaBa U 3aluThl HHPOpMa-
1015051
YMeTh: pa3pabaThiBaTh MOJAETH KOMIOHEHTOB cucteM | Jlomamnee | Tect
3aIUThl HH)OpMAITHN 3aJaHue
Bnanets: Tepmunosiorueit B ob6nactu 3anmuthl uHpopMma- | Jlomamuee | Tecr
uuu. Bragers MeronaMy MHCTAJULSIIMM IPOIPaMMHOTO U | 3a/1aHuE
anmapaTtHoro obecreyeHus sl UHQOPMAIIMOHHBIX U aB-
TOMAaTU3UPOBAHHBIX CHCTEM 3alUThHI
OIIK-2 3HaTh: OCHOBHbIE METO/IbI 3AIIUTHI KOHPHIEHIIMATbHON JEKLUH, Omnpoc, KOH-
KOMIIBIOTEPHON MH(pOpMaAIUU TPOJIbHBIE pa-
00TBI
VYMeTb: pa3pabaThiBaTh 3alUIIEHHbIE TPUIOXKEHU, opra- | [lomamuee | Onpoc,
HU30BBIBaTh 3allUTy BBIUUCIUTEIbHBIX KOMIUIEKCOB U aB- | 3a/1aHUE KonTponbHas
TOMAaTU3UPOBAHHBIX CUCTEM pabota
Brnagers: HaBblkaMM JUCKyccHM 1O mpodeccuoHanbHoOl | Jlomamnee | Ompoc,
TemaTuke. BraseTs TeXHONOTUAME pa3pabOTKU U BHEZApe- | 3a/laHue KonTponbHas
HUS CPEJICTB 3aIIUThI pabota
OIIK-4 3HaTh: OCHOBHBIE MOHATHS, UCTIOJb3yeMbIE B cepe 3allu- | JEKIHH, Omnpoc, KOH-
Tl MH(GOpPMAallMU, OCHOBHBIE BHJBl YIpO3 COXPAaHHOCTHU | JabopaTtop- | TpOJbHBIE pa-
UH(OPMALIMU ¥ METO/1bl OOPHOBI C HUMU. 3HATh OCHOBHBIE | HBIE  3aHA- | OOTHI
MoJIeIH obecrieyeHms] KOMIbIOTEPHOI 0e30MacHOCTH TUS
YMeTb: opraHu30BbIBaTh CHCTEMY 3alIUThl HH(OopMalu B | mabopatop- | Ompoc
IJ100aNbHBIX KOMITBIOTEPHBIX CETSAX. YMETh pa3pabarbl- | Hble  3aHs-
BaTh MOJIEJIM CHCTEM 3alIUThl WH(GOPMAIMU BBIYUCITH- | TUS
TEJIbHBIX KOMIIJIEKCOB M aBTOMaTHU3UPOBAHHBIX CUCTEM
Brnaners: MeronamMu 3aluThl BBIYMCIUTENBHBIX KOMIUIEK- | JabopaTop- | Ompoc
COB M aBTOMAaTU3UPOBAHHBIX CUCTEM B INIOOATBHBIX CETSIX | Hble  3aHs-
THS
OIIK-5 3HaTh: TEXHOJIOTHH Pa3paOOTKu OW3HEC-TUTAHOB M TEXHH- | JICKIIUH, Tect
YEeCKUX 33/1aHUil Ha OCHAIEHUE OTJEJOB, JJAOOpaTopuil u
0(HCOB CpeICTBAMU 3aIUThl HHPOPMAITHHI
YMerTb: pa3pabareiBaTh MOJAETH CUCTeM 3almuThl uHGop- | Jomammuee | Tecr
Maluu. YMeTh BBIOUPATh ONTHUMAaJIbHbIE METObI 3alUTHI | 3a/1aHUe

KOH(HICHIIMATHHONH MH(pOpPMAIIMM B CETH U HA OTAEIb-
HOM KOMITBIOTEPE COOTBETCTBHU C OCOOEHHOCTSMH KOH-
kpetHoit OC
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Bianers: TeXHOMOTUSIMU aIMUHUCTPUPOBAHUSL U 3AIUTHI
CETEBBIX MPWIOKEHUH. BraneTs mporpaMMHBIMU TEXHO-
JIOTUSIMHM, MCHOJB3YEMbIMU JUISI CO3JaHUSl 3alUIIEHHBIX
NpUIoKeHU. BraaeTs NMpakTUKOW CO374aHUs 3allUIICH-
HBIX NIPUJIOKEHUN

[1K-3

3HaTh: COBPEMEHHBIE IIPOTPAMMHBIE CPEJICTBA pPa3pabOTKU
CHCTEM 3alllUThl, 3aIMIIEHHBIX MPUIOKEHUH, METO0B
ayauta O€30MacHOCTH UM OTCIICKHBAHUS BTOP)KEHUH.
3HaTh OCHOBHbIE HMHCTPYMEHTAJIbHbIE CpPEACTBa M IIPO-
IrpaMMHBbIE TEXHOJIOIMH, MCIIOIb3YyEMbIE JUISl 3alUThl MH-
(dopmanuu B CETH U Ha OT/AE€IbHOM KOMIIBIOTEPE

YMeTh: UCIOIB30BaTh COBPEMEHHBIE MPOrPAMMHBIE CPEJI-
cTBa Ais WHU(POBaHUS U COKPHITUS WHGpOpMaUUHU, A
3aIIUTHI OMEPAIMOHHBIX CHCTEM, JUIS 3allUThl HH(OpMa-
I[UU B CETU

BrnaneTts: mpakTUKOW CO3/1aHUS 3AILUIICHHBIX MPUIOKE-

HHﬁ, CUCTEM 3allIUThI, CUCTCM OTPAKCHUS aTaK

Mam_
Homamuee | Tect
3aJIaHne
nekuuu, ya- | Onpoc, KOH-
OopaTopHBIE | TPOJBHBIE pa-
3aHATUS 0OTEL,
nabopatop- | Ompoc, KOH-
HbIE  3aHs- | TPOJBHBIE pa-
THS 0OTBI
nmabopatop- | Ompoc, KOH-
HbIE  3aHs- | TPOJBHBIE pa-
THSA OOTEI, TECT

Ouenka ypoBHei cGpOpMUPOBAHHOCTH KOMIIETEHIIUI B pe3yJibTaTe 0CBOCHHUS Y4eOHOM JUCIUIIN-

HbI

Kongsr
KOMIIETEH-
197071

YpoBHU cHhOPMUPOBAHHOCTU KOM-
METEeHLINH

OcHOBHbIE IPU3HAKU YPOBHS

Obémenpogeccnonanbubie komnereHunu - OIK

IToporoBslii ypOBEHb OCBOEHUS
KOMIETEHIINU

3HaeT: OCHOBHBIE MOJIOKEHUS 3aKOHOJATENLCTBA B 00-
JIACTH COBPEMEHHOT'O aBTOPCKOTO TpaBa M 3alUThl HH-
dbopmanuu

IIpoiBUHYTBIN YPOBEHb OCBOCHUS
KOMIIETCHIIUU

JlononHurenbHO ymeeT: pa3zpabaThiBaThb MOJAEIU KOM-
MMOHEHTOB CHCTEM 3alllUThl HH(OPMaLIUN

OTK-1 Bricokuit ypoBeHb OCBOCHHSI KOM- | J[OTTOTHUTENBHO BIaJE€eT: TEPMHUHOJIOTHEH B o0jacTtu
MeTEeHIIUN 3amuThl HHGopMaruu. Brangeer meromamu WHCTAIIS-
[[UU TPOTPAMMHOTO M alMapaTHOrO o0ecTeueHus Ui
WH()OPMAIMOHHBIX W aBTOMATH3WPOBAHHBIX CHCTEM
3aIUTHI
[ToporoBslif ypOBeHb OCBOCHHS 3HaeT: OCHOBHBIE METOJIbI 3aIIUTHl KOH(HICHIINATb-
KOMITETEHIINHI HOWM KOMITBIOTEpHOM MH(OpMaIUn
[IponBuHYTHIN ypoBeHb OCBOEHUST | JlOTIOMHUTENBHO yMEeT: pa3pabaThiBaTh 3allUINCHHBIC
OIK-2 |KOMIETeHIMH MPUJIOKEHUSI, OPTraHU30BbIBATh 3aLIUTY BBHIYMCIUTEIb-
HBIX KOMIUIEKCOB M aBTOMATH3UPOBAHHBIX CHCTEM
Bricokuil ypoBeHb OCBOEHUSI KOM- | /lOMOTHUTENBHO BaAEET: HABbIKAMU JHUCKYCCHM TIO
METEHLIUN npodeccuoHanbHOM TeMaTHKeE, BJIAJICET TEXHOIOTHSIMU
pa3pabOTKH ¥ BHEIPEHUS CPEJICTB 3AIIUTHI
[ToporoBblii ypoBEHb OCBOEHUS 3HaeT: OCHOBHBIE TOHSATHS, HCIOJb3yeMble B cdepe
OIK-4 |KOMIETeHIMH 3anUThl THPOPMAITUU, OCHOBHBIE BUJIBI YTPO3 COXpaH-

HOCTH MH(GOPMAIIMK ¥ METObI OOpbObI C HUMH. 3HAET
OCHOBHBIE MOJIEIM 00ECTIeYeHHUsI KOMIIbIOTEPHOH 6e30-
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IaCHOCTH

[IpoaBUHYTHIN YpOBEHb OCBOCHUS
KOMITETCHIIH

I[OHOJ'IHI/ITGJ'IBHO YMECT: OpPraHru30BbIBATH CUCTEMY
3alllUThI I/IH(I)OpMaI_II/II/I B TJI00AJIbHBIX KOMIIBIOTCPHBIX
CETAX

BrIcokHi1 ypOBEHb OCBOCHUS KOM-
NETCHINH

I[OHO.HHI/ITCJIBHO BJIaACCT: MCTOJAMM 3alllMTbl BbIYHC-
JIUTEIIBHBIX KOMIIJICKCOB M aBTOMAaTHU3WPOBAHHBIX CHC-
TEM B TJI00AJIbHBIX CETAX

OIIK-5

[ToporoBblii ypOBEHb OCBOEHUS
KOMIIETEHIINU

3HaeT: TEXHOJOTHH Pa3pabOTKu OM3HEC-TIJIAHOB U TEX-
HUYECKUX 3aJ]aHU{ Ha OCHAILEHHE OTIEIIOB, JIAOOPaTo-
puii 1 0(hUCOB CPECTBAMHU 3alIMTHI HHPOPMAIIUU

IIpoaBUHYTHIN YPOBEHb OCBOCHUSA
KOMITETEHIINU

JlononHuTenbHO yMeeT: pa3pabaThiBaTh MOJETH CHC-
TEM 3alMThl WHQOpMaNUH. YMeEeT BBIOMPATH OITH-
MaJbHbIE METOJbI 3alIUThl KOH(MUICHIMAILHOW WH-
dbopmalu B CETH U Ha OTJIEILHOM KOMITBIOTEPE COOT-
BETCTBUU C 0COOEHHOCTSIMH KOHKpeTHoM OC

BpIcokHi1 ypOBEHb OCBOCHHS KOM-
NETCHINH

JIOMOJIHUTENIBHO BJIAJICET: TEXHOJOTHSIMH aIMHHHUCT-
PUPOBAaHMS M 3allIUThI CETEBBIX MPUIIOKEHUI. Biianeer
MPOrPAMMHBIMU TEXHOJIOTHSIMH, UCIIOJIb3YyEMbIMU IS
CO3JIaHMs 3allMIICHHBIX NMpUiiokeHud. Bianeer npak-
TUKOMW CO3JIaHMS 3AIMIICHHBIX PUIIOKEHUI

[1K-3

IToporoBslii ypOBEHb OCBOEHUS
KOMIETEHIINU

3HaeT: COBpPEMEHHbIE NPOrPAMMHBIE CpEACTBA pa3pa-
OOTKM CHUCTEM 3alllUThl, 3AIIMINCHHBIX TPUIOKEHUH,
METOJIOB ayauTa O0e30MacHOCTH U OTCICKHUBAHUS
BTOP)KCHHMI. 3HA€T OCHOBHBIE WHCTPYMEHTAIbHBIC
CpPEACTBA U MPOrPaMMHBIE TEXHOJIOTUH, UCIIOJIb3YEMBIE
JUISL 3aIlUThl MHPOPMAllUM B CETHM M HA OTICIHHOM
KOMIIBIOTEPE

IIpoiBUHYTBIN YPOBEHb OCBOCHUS
KOMIIETCHIIUU

I[OHOJ'IHI/ITGJ'IBHO YMECT: HCIOJIB30BaThb COBPEMCHHBLIC
MMpOorpaMMHBIC CPEACTBA IJIA H_II/I(I)pOBaHI/IH N COKPBITHA
HHq)OpMaHHH, IJId 3alllAThI  ONCPAIIMOHHBIX CHUCTEM,
JUIA 3alllMThI HH(bOpMaHHH B CCTH

BrIcokui1 ypOBEHb OCBOCHHS KOM-
MEeTEHLNA

I[OHOJ'IHI/ITCJ'ILHO BJIAJCCT: HpaKTI/IKOﬁ CO3aaHus 3aliu-
IMICHHBIX nppmox(eﬁnﬁ, CHUCTEM 3allluThbl, CUCTEM OTpa-
JKCHUA aTaK

S~ wd P

6.3 TunoBble KOHTPOJIbHBbIE 32/IaHUSI MJIH MHBbIE MATEPHUAJIbI, He00X0AMMBbIE J1JI5l OLEeHKH
3HAHUI, yMEHM i, HABBIKOB M (WJIH) ONBITA AESATEJIbHOCTH, XaPAKTEPU3YIOIIHX ITANBI (POPMHUPOBa-
HHMS KOMIIETEHIUI B Npolecce 0CBOCHUSI 00Pa30BaTeJbHON NPOrPaMMbl

Bonpocsl k 3xk3ameny:
3amuTa nHpopMaui. OCHOBHBIE OHITHS. YTPO3bl U MEPHI 3AIIHUTHI.
Bunsr atak. CeTeBrle aTaku.
Buapl monmutuk nHGOpMAIIMOHHONW 0€301TaCHOCTH
Maremaruueckue Moenu nHpopmanronHoi 6e3omacHocTi. Moaens bena-Jlananyna
Maremarnueckue Mojenu HHPOpMaIMOHHOK Oe3onacHocTH. Mozens buba
MaremaTrueckue Mojenu nHPOopMaMOHHON Oe3omacHocTH. MaHnaTHass MOJAETb 3alUThI OT Yrpo3

OBO

MaremaTrueckue Moienu nHpopMallMoHHOH Oe3omacHocTH. Monens XappucoHa-Py330-Yibmana
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Crannaptel nHpoOpMaMOHHOMN Oe3omacHocTU. MaTepuainsl ['ocrexkomuccun Poccun
Knaccugukaius KOMIbIOTEPHBIX NpecTyIIeHui o koaudukaropy Murepnona.
Kpunrorpadus. OCHOBHBIE TEPMHHBI U OTIPEEICHNUS. 3a/1a4 KPUITOTpaHH.
Otanbl pa3BUTUS KpUnTorpapuu

Creranorpagus

HIndpoBanue naHHbiXx. OCHOBHBIE TEPMUHBI U omnpeneneHus. Kiaccudukauus anropurmMon mudpo-
BaHMUSL.

PoTopHble MallIuHBL

Awmepukanckuii cranaapt mmdposanus DES.

Pexxumpl paboter anroputma DES

Poccuiickuii cranmapt mmdposanus TOCT 28147-809.

Cummetpuunas kpuntocucrema AES

AcumMeTrpuyHble cucTeMbl mudpoBanus. OCHOBHOUM mpuHIHMI paboTel. OJHOHANpPaBICHHBIE (DYHK-
UH

Cucrema mm¢ppoBanus RSA.

Xam-pyHkuuu. OCHOBHbIE TPEOOBAaHUS U IPUMEPHI IIOCTPOEHUS.

Anroputm x3mmpoBanus SHA

DnexTpoHHas 1udposas noamnucs RSA.

I'enepanus kimrouen

XpaHeHue KIHYeH.

Anroputm 6e3omacHoro pacnpeaenenus kiaouen Auddu-Xsmimana
CepTuukaThl OTKPBITHIX KIIFOUYEH

IMporokoxn Kerberos

TexHonoruu ayreHTH(UKALNN

Bamura uapopmanuu B cetu. CemuypoBueBas mojenb OSI. Crex TCP/IP
ITpotokomn IPSec. Pexxumbl paGoThl

[Tporokoir IPSec. Ctparerust 6e30macHOCTH

3amura nHpopmanuu B cetu. [Ipotokon SSL/TLS

3amuTa nHGOpMAIUK Ha TPUKIaIHOM ypoBHE. [IpoTokon PGP

3amura nHGOpPMALUK Ha TpUKIaIHOM ypoBHe. [Iporokon S/IMIME

Cucrema OTCIIeKUBaHUS BTOPKEHUIN

IIpuMepbI KOHTPOJILHBIX Pa0d0T

KonTtpouabsHnas pa6ora no teme 1
NwmeeTcst HEKOTOpast BHIYMCIUTENbHAS CUCTEMA, IOCTPOEHHAs! B COOTBETCTBUH C MaHJATHON MOJIEJIbIO
6e3omacHoctu bena —Jlamanynna. Ilonp3oBaTens, paboTaromuii B JAHHON CHCTEME U UMEIOIIUN YpO-
BeHb goctyna «C» (CEKPETHO), mnwiTaercs mnpouuTarh (aiiia, UMEIOUUI YpOBEHb CEKPETHOCTH
«K» (KOHOUAEHIIMAJIBHO). Bo3moxna nu ganHas omnepanus? M eciau He BO3MOXKHA, TO KaKOe
npaBwio Moaenu bema-Jlamanynna ona Hapymaer. Eciin BO3MOXHa, TO, B COOTBETCTBHHM C KaKUM
MIPaBUJIOM.
NwmeeTcst HEKOTOpast BHIYUCIUTENbHAS CUCTEMA, IOCTPOCHHAsI B COOTBETCTBUU C MAaHAATHON MOJIEIbIO
6e3omacHoctu bena —Jlanagynna. Ilomb3oBarens, paboTaroniuii B TaHHOW CUCTEME, MBITACTCS yaa-
JUTh B KOP3UHY KakoW-1ubo (aiin, umeromuii ypoBeHb cekpeTHocTH «CCy». Bo3aMoxkHa nu aHHas
onepauus? U ecnu He BO3MOXKHA, TO, Kakoe MpaBuiio Mojaenu bena-Jlananynna ona Hapymaer. Eciu
BO3MOJKHA, TO, B COOTBETCTBUU C KAKUM IIPABUIIOM.
Nmeercst HeKOTOpasi BHIYUCIUTENbHASI CUCTEMA, IIOCTPOCHHAs! B COOTBETCTBUU C MAHJATHOM MOJIEIbIO
nenoctHoctu buba. Ilonp3oBarens, paboTarmuii B TaHHON CUCTEME, TBITACTCS 3alucaTh B MAIKYy C
YPOBHEM LETOCTHOCTH «C» Kakoi-mbo ¢aiin, nmeromuii ypoBeHs nenoctHoctun «CCy». BozmorkHa
7y naHHas omnepanusa? U eciu He BO3MOXKHA, TO, KaKoe MpaBmwiio Mojienu buba ona Hapymaet. Eciu
BO3MOJKHA, TO, B COOTBETCTBUHU C KAKUM MIPABUIIOM.
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4. HNwmeercs HEKOTOpAsi BHIYUCIIUTENIbHASI CUCTEMA, IIOCTPOCHHAs! B COOTBETCTBUU C MAHJATHOW MOJIEIIbIO
nenoctHoctu buba. Ilonp3oBarens, paboTaronuil B TaHHONH CHCTEME U UMEIOIIUNA YPOBEHb JOCTYIIa
«C» (CEKPETHO), mnbITaercs NOpodMTaTh (3amyCTUThH Ha BBITOJIHEHUE) (ailsl, IMEIOIIHA YPOBEHB
nenoctHoctd «K» (KOHOUJIEHIIMAJIBHO). Bo3moxxna nu nanHas omepanusi? UM, ecnu He BO3-
MOXHa, TO Kakoe MmpaBuiio Mojenu buba ona Hapymaer. Eciin Bo3MokHa, TO, B COOTBETCTBUHU C Ka-
KHM TIPABUIIOM.

KoutpoJabHas padora no reme 2

[Tpuniun padots! anroputma DES

Pexxumpl paboter anroputma DES

MeTobl MOBBIICHUST KPUIITOCTOMKOCTH anroputma DES
[punnun padotsr anroputma 'OCT 28.147.89

Pesxxumebt padoter anroputma OCT 28.147.89

[Tpunnun padote anroputma AES

[Tpuniun padots! anroputma mmdposanus RSA

ANropuT™ X31IMPOBAHUS

[Tpunun padots anroputma hopmuposanust DT RSA

0. OteuectBennslil cranaapt xaul-gpynkuuu 'OCT P 34.11-2012.
1. Anroputm Ge3zomacHoro pacnpeneneHus kioueit Auddu-Xanamana

RRO©oo N ORWNE

KontpoabHas padora no teme 3

1. B OC UNIX npaBa octyna Kk HeKoTopoMmy (aidiny 3agansl uuciom 765. Kakue npaBa UMeIOT ocTalb-

HBbI€ [T0JI30BATEIN HA JJOCTYII K 3TOMY (ailiny
2. Kakas xomanga OC UNIX no3BosisieT n30paHHBIM MOJIb30BATENSM BBIOJIHATh HEKOTOPBIE MPOTpaM-
MBI Ha IIpaBax CyMNepIIoyib30BaTes, IpuueM y oOpaTUBILErocs K 3TOW KOMaH/Ie MOJIb30BaTeNs 3anpa-
IIMBAETCS HE ApOJIb CYNEePIOIb30BaTENsl, a €r0 COOCTBEHHBIN MapoJib
Komanna su (OC UNIX) nonyuuna cBoe Ha3BaHHE, Kak aOOpeBHaTypa CIIOBOCOYECTAHUS
Kaxnast 3armuce ¢aiina etc\passwd (OC UNIX) cocTOUT U3 CeMU MOJICH, pa3ieIeHHBIX CHMBOJIOM
Kypnan 6ezonacaoctu OC Windows pacniosioxeH B ¢aiiie
B OC Windows ju1s 3ammycka mporpaMmbl OT UIMEHH JIpYToil y4eTHON 3aliCH UCTIOIb3yeTCsl KOMaHAa

ook w

KonTpoabHasi padora no teme 5
Crpykrypa npotokona |Pv4
Crpyktypa npotokona IPv6
Crpykrypa nporokosa TCP
Crtpykrypa nporokona UDP
Crpykrypa nporokosna ICMP
Crpyxtypa npotokona HTTP
ATaku Ha ipoToko IP
ATaxu Ha npotokon ICMP
ATaxu Ha ipotokon TCP
0. Araku Ha npotokon HTTP
1. Ataxu Ha npotokosn ARP

RB O NN E

IIpumepsbl TecTOB
Tect mo Teme 1
1. Vrposa HapymieHus KOH(DUACHIMAIBHOCTH BBIYHCIUTENbHOM cucTembl (BC) o3navaerT:
a. Hckaxenue nHpopmanuu, XpaHsmeiics B KOMIIBIOTEPHOH CHUCTEME WIN NepeaaBaeMoi 1Mo Ka-
HaJy CBSI3U
b. Pa3rnamenue cekpeTHOI HHPOpMAIINY;
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c. CozgaHue TaKuX CUTYaIlHid, KOTJa ONpeAeTeHHbIC TPeTHAMEPEHHBIE JeHCTBUS JTNOO CHUKAIOT
paborocnocooHocTs BC, b0 O6J0KUPYIOT TOCTYI K HEKOTOPBIM €€ pecypcam;
d. Hudopmanus cTaHOBUTCS U3BECTHOM JIMIIaM, KOTOPBIC HE JIOJKHBI UMETh K HEH JTOCTYII.
2. ¥Yrpo3a HapylleHHs LEIOCTHOCTH HHPOPMALIUU O3HAYAET:
a. Hckaxenue nHpopmanuu, XpaHsmeics B KOMIIBIOTEPHOH CHCTEME WX NepeaaBaeMoi 1Mo Ka-
HaJy CBSI3H
b. Pa3rnamenue cekpeTHOi HHPOpMAIINK;
C. CaHKUMOHMPOBAHHOE M3MEHEHHE MH(POPMALUHU, KOTOPOE BBIMOIHAETCS MOJHOMOYHBIMU JIH-
LaMu;
d. Co3znaHue TakuX CHTYalHil, KOTr/ia ONpe/eeHHbIe IPeTHAMEPEHHbIC ICHCTBUS JTMO0 CHUKAIOT
paborocmnioco6HOCTs BC, 1100 GIOKHMPYIOT TOCTYII K HEKOTOPHIM €€ pecypcam.
3. Yrposza HapymieHust paboTocrnocoOHOCTH BhiuucauTensHOM cuctemsl (BC) o3nauaer:
a. Pasrmamenne KoH(pUICHINATBHON WM CEKPETHOW MHPOPMALINH;
b. Hckaxenue nHpopMaIiu, XpaHsILIeicss B KOMIIBIOTEPHOM CHCTEME HIIH MepeiaBaeMoil 1Mo Ka-
HaJly CBSI3U
C. bnokxupoBanue nocryna K pecypcy;
d. Co3nanue Takux CUTYaIlMid, KOTJIa ONPE/ICIICHHBIC TPEIHAMEPEHHBIC JCHCTBUS JINOO CHUKAIOT
paborocnoco6HocTs BC, 1100 GIOKUPYIOT JOCTYI K HEKOTOPBIM €€ PEeCypCaM.
4, «KoMIBIOTEpHBIN BUPYC» - 3TO IIPOrpaMma, KoTopas :
a. Moxer 3apaxarb Jpyrue IporpaMmbl, MOAU(DULUPYS MX MOCPEACTBOM BKIIOUEHHS B HHUX
CBOEH, BO3MOXKHO, N3MEHEHHO!H KOIWH, MIPHYEM TTOCIEIHSS COXPAHIET CIIOCOOHOCTh K JIAllb-
HEHUIIEMY pa3MHOXEHUIO;
b. OcymecTBisieT nepexpat naposei
C. Hapsny c neicTBusAMH, ONMCAHHBIMHM B €€ JOKYMEHTAl[MH, BBIIOJHAET HEKOTOpBIE IPYrHe
NeNCTBUS, BeylllMe K HapyIIEHHIO 0€30MaCHOCTH CUCTEMBI U IECTPYKTUBHBIM pe3yJIbTaTaM
d. BBINONHSET Kakue-T1OO ACHCTBHUS OTHHUM IOJIb30BATEIEM OT MMEHH JIPYroro MoJib30BaTels,
00J1a/1a0111er0 COOTBETCTBYIOIMMHU OJTHOMOYHUSMH.
5. IpuumHamu ciyyaiiHbIX pa3pylIaromux Bo3jaeiicTBuil mpu pa6otsl BC MOryT OBITh:
a. Ommbxku B padore BC;
b. Otka3sl u c6o0it anmaparypsr,
C. Ilomexwu B JIMHMSX CBSI3U M3-3a BO3JICHCTBUS BHELIHEN CPEJIbI
d. PesynbraT paboThl KOMIBIOTEPHOTO BHPYCa HIIH TPOSHCKOM MPOrpaMMBbl.
6. Yrposzamu O6e30macHOCTH BEIUUCIUTENbHOU crcteMbl (BC) sBisitoTes:
a. BwmemarenscTBo uenoseka B padory BC;
b. AmnmapaTtHoO-TeXHHYECKOE BMEIIATEILCTBO B padoty BC
C. AnmMunucrpupoanue BC co CTOpOHBI aIMUHUCTPATOPA;
d. Paspymaroinee Bo3aeiicTBIEe Ha MPOrpaMMHbIe KOMIOHEHTHI BC ¢ MOMOIIBIO TPOrPaMMHBIX
CPEICTB.
7. ATtaka Ha KOMIBIOTEPHYIO CUCTEMY:
a. /JlelicTBue, mpeanpUHUMAEMOE 3J0YMBILIUIEHHUKOM, KOTOPOE 3aKJIIOYaeTCsl B MOMCKE U HC-
TOJIb30BaHNUH TOM WJIM NHOM yA3BUMOCTU CUCTEMBI;
b. OueHka MPOM3BOAUTEILHOCTH CHCTEMBI;
C. Peanuzanus yrpossl 6€30macHOCTH;
d. Tecrupoanue BC;
8. K paspymaromumM nporpaMMHbIM CpeICTBaM OTHOCSATCS:
a. AHanu3aTopbl IPOTOKOJIOB;
b. KommbroTepHbie BUPYCHI;
C. CepBepbl NPUITIOKECHHUIA;
d. TpostHCKHE TPOrpamMMEl.
9. «TposiHCKHUI KOHBY» - 3TO IpOrpamma, KoTopas :
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a. Moxer 3apaxkaTh OpyrHe MPOrpamMmbl, MOAU(PHUIMPYS UX TOCPEICTBOM BKIFOUEHUS B HHX
CBOCH, BO3MOXHO, UI3MEHEHHOW KOIUH, MPUYEeM IOCIEIHSS COXPAaHIET CIOCOOHOCTh K Jallb-
HEUILIEMY Pa3MHOKECHUIO;
b. OcyecTBisier epexBar maposci
C. Hapsany c neiicTBusiMM, ONMCAHHBIMU B €€ JIOKYMEHTALIMH, BBIIOJHAET HEKOTOPBIE IPYyrue
NeICTBHS, BeylllMe K HApYIICHUIO 0€30MaCHOCTU CUCTEMBbI U JIECTPYKTUBHBIM pe3ylbTaTaM
d. BbIMONHSAET Kakue-TUOO NCHCTBUS OJHUM IOJbH30BATEIEM OT MMEHHU APYroro Mmojib30BaTells,

06J1a1[a101uer0 COOTBETCTBYHOIIMMHU ITOJTHOMOYHSAMMU.

10. «Mackapanay» - 3To mporpamma, Kotopas :

a. Moxer 3apaxarb Jpyrue IporpaMMbl, MOAM(DUIMPYS MX MOCPEACTBOM BKJIFOUYEHHUS B HUX
CBOCH, BO3MOXHO, U3MEHEHHOW KOITUH, TIPUYEM IOCIICIHSS COXPAHIET CIIOCOOHOCTh K JIajib-
HEHIeMy pa3MHOXKEHUIO;

b. OcymecTBisieT nepexpat naposei

Cc. Hapsny ¢ neiicTBUsSIMU, ONUCAHHBIMU B €€ JOKYMEHTAIMH, BBITIOJHAET HEKOTOPBIC APYTHE
JCHCTBYS, BEIyIIME K HAPYIICHUIO 0€30MTaCHOCTH CUCTEMBI M JIECTPYKTUBHBIM PE3yJIbTaTaM

d. BBINOJHAET KaKUe-THOO JACHCTBHS OJHHM IOJb30BATEIEM OT UMEHH JPYroro Mojb30BaTelIs,
00J1a/1a101ETO COOTBETCTBYIOIIUMH TTOJTHOMOYHUSMH.

11. KomirekcHbli moaxoa» B obecneueHuro 0e3onacHoctu BC:

a. OpHeHTHpOBaH Ha CO3JaHWE 3aIIUIIEHHOW cpeapl 00paboTku nHpopmanmu B BC, oObenu-
HSIIOUIMN B €IMHBIA KOMILICKC Pa3HOPOIHBIE MEPhI IIPOTUBOICHCTBUS YTPO3aM;

b. Hampasien Ha MPOTHBOJACHCTBHE YETKO OMPEICICHHBIM yIpO3aM B 33J[aHHBIX YCIOBHUSX;

C. He co3naer equnyto 3aluieHHYIO cpey 00paboTku nHPOpMAaIy;

d. TapanTHpyeT onpe/eneHHbIN ypoBeHb Oe3omacHocTu BC B 1enom.

12. [TonuTrka 6€30MaCHOCTH MOXKET OBITH:

a. ManuecTepckoii;

b. JIuCKpEeIMOHHOI;

C. MannaTtHoii;

d. TlacmopTHOM.

e. PoineBoit

13. B marepuanax ['ocrexxomuccus (I'TK) mpu [Ipesunente Poccuiickoii henepannu (PD) ocHoBHOE
BHUMaHUE YJCIISICTCS BOTIPOCAM:

®o0 o

ObecnieueHust LEITOCTHOCTH
ObecnieueHnst KOHPUIECHINATBHOCTH
Ob6ecnieueHns: paboTOCTIOCOOHOCTH
ObecnieueHus ayTeHTUPUKALUN
OOecrieueHust perucTpaluu

Tect mo Teme 2
1. ®yHjxaMeHTaIIbHOE NIPABMIIO KPUNITOAHAIN3a, 3aKII0Yalonieecss B TOM, YTO CTOMKOCTh mmdpa T0K-
Ha OTMPEAENATHCS TOIBKO CEKPETHOCTHIO KITF04a, CHOPMYIUPOBAHO:

a.
b.
C.
d.

PexeBckum
Kepkxoppom
[ITamupom
IIlerHOHOM

2. Kaxkue u3 nepeyucieHHbIX QyHKIUH OTHOCITCS K OJHOHAIPABICHHBIM:

a.
b.

C.

Brrunciienue onpeaenuTens KBagpaTHON MaTpULIbI

PaznoxkeHrne Ha MHOMXKHTENIHM OOJIBIIOrO IEJIOr0 4YHcia T.e. HaXOXIeHHe aenutened P m Q
Oomproro menoro uncia N = P*Q

Paznoxenne mepuoguveckorl GyHKIHH C MEPUOAOM 2*T B psAJ MO TPUTOHOMETPUUYECKUM
byukuusam: f(x)=ag/2+> (ax*cos(kx)+bg*sin(kx)) (Psg @ypne)
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d. 3amaua muCKpeTHOTrO JIorapu(MUPOBaHUS, TO €CTh IS U3BECTHBIX IEIbIX A, N u Y HaXo0x-
JIeHHE Lea0ro yucia X, takoro, yto A* mod N =Y
3. Xom-pyHKIus npeaHasHaueHa s
a. AyTeHTH(HKAIMHA TEKCTOB, MIEPEIaBAEMbIX M0 TEJIEKOMMYHHUKAIIHOHHBIM KaHaJIaM
b. HludpoBanus nepenaBaemoi HHGOPMALUH
C. YBenM4YeHHs CKOPOCTH Tepelavyn JaHHBIX
d. CoxaTus MOAMUCHIBAEMOTO JOKYMEHTA 10 HECKOJBKUX JIECITKOB HIIH COTCH OUT
4. Kaxoii U3 IepeunCIICHHBIX aJITOPUTMOB SIBJISICTCS aJITOPUTMOM XOIIUPOBAHHUS:

a. SHA
b. RSA
Cc. DOxnp-I'amans
d. DSA

5. Kakoit u3 pexumoB padotsr anroputma DES MoxHO ucmonb30BaTh 1151 JOPMUPOBAHUS dIIEKTPOHHON
U poBOi NOAIMCH

a. ECB
b. CBC
c. CFB
d. OFB
6. Kaxkoit u3 pexxumoB pabotsr anropurma DES wcmonb3yercs B TeIIEKOMMYHUKAIIMOHHBIX CHCTEMaX
a. ECB
b. CBC
c. CFB
d. OFB
7. Kpunrocucrema RSA. ¢( N)=7 . OTKpBITBIH KJIt04 - 4. YKaKUT€ BO3MOKHBIE 3HAUEHUS] CEKPETHOTO
KJIto4ya
a. 1
b. 2
c. 5
d 9
e. 11
f. 13
8. Konuenuus acMMMETpUYHBIX KPUNTOTpaQUUECKUX CHCTEM C OTKPBITHIM KJIIOUYOM OCHOBaHa Ha IpH-
MEHEHUH:

a. Panos @ypse
b. PacmmpenHo# Teopemsr EBkiinia
€. OnHoHamNpaBIEHHBIX QYHKUIUI
d. Teopemsr HaiikBucra-KorenpaukoBa
e. Ilomseii I'anya
9. Kakwue yrBepkIeHHs BEPHBI U XAUI-()YHKITH
a. JlmmHa X»1-yHKIUY HE 3aBUCHUT OT JITMHBI UCXOJAHOTO COOOIEHUS
b. JInuHa Xo1I-(QyHKIIMH MEHSETCSI B 3aBUCUMOCTH OT JJTHHBI HCXOJHOTO COOOIICHHSI
C. XdUI-PYHKUHUS OJKHA OBITH YyBCTBUTENbHA K BCEBO3MOXKHBIM U3MEHEHMSIM B TEKCTE , TAKUM
KaK BCTaBKH, BBIOPOCHI, IEPECTAHOBKHU U T.II.
d. xom-pyHKIUA 10KHA 00J1a1aTh CBOMCTBOM HEOOPaTHUMOCTH, TO €CTh 3ajada moaoopa JA0Ky-
MEHTa, KOTOPbIi 00s1afan Ob1 TpeOyeMbIM 3HaYCHUEM X3UI-(PYHKIMH, JOJDKHA OBITH BBRIYMCIIHU-
TENBbHO HEpa3penmma
€. 715 BBIUMCIIEHUS 3HAUEHUS XAI1a MOXKHO MCIOJIb30BaTh CHMMETPUYHBIE KPUIITOCTUCTEMBI
10. Onpenenure BO3MOXKHBIE 3HAYCHHS OTKPHITOTO Kitoua anroputMa RSA, ecom P=3, Q=11
a. 7
b. 11

19



11.

12.

13.

14.
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c. 13
d. 6
e. 9
f. 4

Kpunrtocucrema RSA. P=3, Q=11. OTkpbITbI} KiItoU paBeH 7. BbiOepuTe OTBET ¢ MpaBUIBHBIMU 3HA-
yeHusiMu N, ¢( N) 1 cekpeTHOro Kioya

a. 33,20,9
b. 20,34,5
c. 33,20,3
d. 11,9,3

Hnst uncna N=7*11 ¢ nomompio GpyHkun Diinepa ¢(N) onpenenute KOIMYECTBO MOJIOKUTETBHBIX
LEJBIX YHCell, MEHBIINX N U B3aUMHO IPOCTHIX ¢ N

a. 77
b. 60
c. 1
d 5
e. 11
f. 7

B npotokone Auddu-Xemnmmana G=7, P=23, x=3 u y=6. Kakoe 3HaueHHE MMEET CHUMMETPUYHBINI
KITH0Y
75
12
18
4
11
74
Jlna KaKuX IeJIeH CITy>KUT cTanaapt X509
a. HOBBIU CTaHAAPT WH(PPOBAHUS ACUMMETPUYHBIX KPUIITOCUCTEM, MPEIOKEHHBIA aréHTCTBOM
HaIMOHAJFHON 0€30MaCHOCTH COSAMHEHHBIX IITATOB
b. cranmapt B o6mactu PKI
C. cTaHJapT WM(POBaHUS JAHHBIX B BUPTYaJbHBIX 4acTHBIX ceTsX (VPN)
d. crangapt DUII CIIA, Ha ocHOBe xdmm-pynkuun SHAL
15. Pasmep Omoka B DES:
16. Pa3mep ximroua B DES:
17. Pasmep ximrova paysaa B DES:
18. Tlokaxwure pe3ynbraT npoxoxaeHus 110111 yepe3 S-6mok 3:
19. Tlokaxwure pe3ynbraT npoxoxaeHus 001100 yepe3 S-6m1ok 4:
20. IMokaxute pe3ynbrat mpoxoxaeHus 000000 yepe3 S-6m0k 7:
21. Tlokaxkute pe3ynbTat npoxoxxaeHus 111111 yepe3 S-6mok 2:
22. Haiimute pe3ynbrat cineayroiieit oneparuu (01001101) © (01001101) :

—o o0 o

23. Haiimute pesynbrat cineayroieii onepariuu (01001101) @ (10110010) :

24. HazoBure pazmMep 0J10Ka, pa3mMep KiIroua 1 9ucio payHaos it AES-128:
25. HazoBure pa3mep 0J10Kka, pa3Mep KiIroda v 9uciio payHaoB st AES-192:
26. HazoBute pa3zmep 0J10ka, pa3Mep Kitoua U 9uciio payHaoB s AES-256:

Tect no Teme 4
ITpotokon 6e3omnacHoctr AH IPSec obGecrieunBaeT creayromume BUbI 3alUThI
a) 3amuTy KOHQUACHIIMATLHOCTH JaHHBIX
b) 3ammTy HEeI0CTHOCTH JaHHBIX
C) 3amuty paboTOCIOCOOHOCTH
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d) Cxarue nHpOpMaIMU C TapoIeM

e) CkpsmOIupoBaHHe

[Tpotokon 6e3onacHoctr ESP IPSec obecnieunBaeT creayromuye BUIbI 3alUThI
a) 3ammry KOHQHICHIHATEHOCTH

b) 3ammry HeI0CcTHOCTH

C) 3amuty paboTOCIOCOOHOCTH

d) CkpambOaupoBaHue

e) 3ammry cxatueM HHPOPMALUH C ApOIeM

Kakyro napopmanmro 3ammmaeT mpotokon [PSec B TpaHCIIOPTHOM pexkrMe

a) 3arosoBok mpoTokosa IP

b) Mudbopmanuio TpaHCHOPTHOTO YPOBHS

c) Ceprudukar

d) IlceBmo3aronoBok mporokoa IP

e) JlononHuTenpHyr HHGOPMALHIO, HEOOXOAUMYIO ISl ayTCHTH()UKALUH
[Iporokos [IPSec B TpaHCIOPTHOM pEXKMME 3aIUILIAET JAHHbBIE HA yYaCTKe

a) XOCT - XOCT

b) xocrt - mapupyTuzaTop

C) MapuUIpyTHU3aTOp - XOCT

d) wmapupyTusaTop - MapuIpyTU3aTop

ITpoTtokon [PSec B TyHHENIBHOM peXKUMe 3alUIIAET JaHHbIE HA YYacTKe

a) XOCT - XOCT

b) xoct - mapupyTH3aTop

C) MapIIpyTHU3aTop - XOCT

d) MapupyTu3aTop - MapUIPyTH3aTOP

JI1st Kakux 1esnei CIy kKuT 1moJie "HHIEKC TapaMeTpoB obecrieueHust Oe3omacHocT" mpotokoia [PSec
a) JUI XpaHCHUsI KIIo4en

b) s onpenenenus pexxrMa padota mpotokosa IPSec

C) s uaeHTH(UKALNK BUPTYaIbHOIO KaHala

d) nans ompeneneHus aAITOPUTMOB MIH(PPOBAHHUSI

Kakoii anroput™ ucnomns3yet nporokost IPSec nns nepenaun kimrodeit

a) Kerberos

b) DES B pexume OFB

c) RSA

d) Auddu-Xemmana

Kakwne n3 nepedynciaeHHbIX IPOTOKOJIOB CETEBOW OE30MaCHOCTH 00ECIIeUnBaET MPEIBAPUTEIHHOE CKa-
THE NepegaBaeMoil nHpopMaIu

a) PGP

b) SIMIME

c) SSL

d) TLS

e) IPSec

f) Kerberos

[IepenaBaeMblil IO SEKTPOHHOM IMOYTE TEKCT HA PYCCKOM SI3BIKE UMEET JUIMHY - 136 CUMBOJIOB. TEKCT
mmdpyercst MetogoM base64. Onpenennrte pazMep TeKCTa 1ocie muppoBaHUs
a) 138

b) 408

c) 184

d) 180

e) 211

f) 410
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10) ITepenaBaemblii 10 JIEKTPOHHOM TOYTE TEKCT HA PYCCKOM SI3bIKE UMeeT JUTHHY - 200 CHMBOJIOB. TEKCT
mudpyercst MmetogoM quoted printable. Onpenenure pasmep TeKcTa mocjie mudpoBaHus
a) 400
b) 268
c) 600
d) pasmep nepenaBaeMoro TeKCTa He U3MEHHUTCS
e) 100
f) 350
11) ITpotokoun IPSec obecrieunBacT 3anMTy OT aTaK Ha
a) (GU3NYECKOM YpOBHE
b) xaHajsbHOM ypOBHE
C) CeTeBOM YpOBHE
d) TpaHCIOPpTHOM ypOBHE
€) CeaHCOBOM ypPOBHE
f) ypoBHe mpezcraBieHus
Q) NPHUKIAIHOM YPOBHE
12) Ciyx0a cereBoit ayrenTudukaimu Kerberos npencrasisier codoii
a) Cucremy areHT-MeHEKEp
b) Cucremy knueHT-cepBep
c) Cucremy 3anpoc-oTBeT
d) Cucremy pacnpeeeHHBIX BEIYUCICHHIA
13) B nporokone SSL mist mmdppoBanus Tpaduka HUCIOIb3YIOTCS CICAYIONIHE MPOTOKOIbI (BBIOEPUTE
MIpaBWIbHBIN OTBET):
a) FORTEZZA
b) IDEA
c) DES
d) RSA
e) AES
f) MD5
g) SHA-1
14) xomnonentamu COA sBISIFOTCS:
a) MOJIyJb BBISBICHHUS aTaK
b) Moy pearupoBaHwust
C) cepBep 0a3bl JaHHBIX
d) Momynb CKAaHMPOBAHUS CETH
€) MOMYJIb aHAJIN3a CETEBBIX KYPHAJIOB
f) Momynu -maTynku
g) MOAYJb XpaHEHHS JaHHBIX

6.4 Meroanueckue MaTepuaJibl, ONpeAe/IsIIOLMe NPoLeAyPbl OLeHUBAHUA 3HAHUI, YMEHHH,
HABBIKOB M (MJIM) ONBITA AEATEIbHOCTH, XaPAKTEePHU3YIOIIMX 3TANbI (POPMUPOBAHUS KOMIIETEeHIM I

[Ipouienypsl olleHUBaHUSI 3HAHWUW, YMEHUH, HABBIKOB, XapaKTEPHU3YIOMIUX 3TaMbl (POPMHUPOBAHUS
KOMIICTCHIINH , W3JI0KEHBI B:
1. Koncnekr nekuuii o aucruminde (cm. npunoxenne 3.PI1/1 51.B.O/1.10 (5x));
2. Meronuueckne yKa3aHHMs K BBIIOJIHCHHIO JabopaTopHbiXx pabotr (cM. mpunoxenue 3.PI1J]
b1.B.O/1.10 (116));
3. Meronuueckne ykKazaHUsi K CaMOCTOSITENbHOM paboTe cTyaeHToB (cMm. mnpmioxeHue 3.PIT/]
b1.B.OJZ1.10 (cpc)).
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7 IlepeyeHb OCHOBHOM M JONMOJHUTEIbHOM Y4eOHOM JIUTEPATyPbl, HEOOXO0AMMOI IJIsl 0CBOe-
HUS TUCHUIITTHHbBI

OcHoBHasi yueOHasi IuTepaTypa

1. Buprokos, A.A. NHbopMaiimorHass 6€30MacHOCTh: 3alUTa U HaMaJeHue. [ DIeKTPOHHBIN pe-
cypce] : yuebnuk. — OnektpoH. 1aH. — M. : JIMK Ilpecc, 2012. — 474 c. — Pexum nocry-
na: http://e.lanbook.com/books/element.php?pll_id=39990

2. benowmoiinie, JI.E. OcHOBHBIE METOIbI KpUITOrpaduaeckoir oOpabOTKH JaHHBIX: y4ueO. Mo-
cooue [Dnekrponnsiii pecypce] : / J.E. benomotines, T.M. Boaocarosa, C.B. PoaronoB. —
OnekTpoH. gaH. — M. : MI'TY um. H.D. baymana (MockoBCkuii ToCy1apCTBEHHBIN TEXHU-
yeckuit yHuBepcuter umenn H.D. baymana), 2014. — 80 c. — Pexum pocryna:
http://e.lanbook.com/books/element.php?pll_id=58438

3. Ilerpos, A.A. KommbpiorepHas 0e30macHOCTh. Kpunrorpaguueckue METOIbI 3alUThI [ DIIeK-
TpOHHBIN pecypc] : . — OnekTpoH. gaH. — M. : JIMK IlIpecc, 2008. — 451 c¢. — Pexum
nocryna: http://e.lanbook.com/books/element.php?pll_id=3027

4. Ilanprun, B.®. NudopmarmonHas 6€301MacHOCTh [DIEKTPOHHBIA pecypc] : yaeOHOe Mmoco-
oue. — Onektpon. gan. — M. : JAMK IIpecc, 2014. — 702 c. — Pexum nocrymna:
http://e.lanbook.com/books/element.php?pll_id=50578

JonosHuTe/bHAA yueOHas1 JIuTepaTypa

5. T'epacumoB, A.A. 3ammuTa nHGOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA: METOIUYECKUE
yKa3aHMsl K BBIIOJIHEHUIO JIAOOPATOPHOU pabOThl O Kypcy «ATTecTanus 00beKTOB HHGOP-
MaTH3aluu» [DIeKTPOHHBIA pecypc] : yueOHo-MmeToauueckoe nocobue / A.A. I'epacumos,
A.B. Mo3roBoii. — 3nektpon. nan. — M. : MI'TY um. H.O. baymana (MockoBckuit rocy-
JApCTBEHHBIN TexHuueckuil yHuBepcuteT umenu H.D. baymana), 2012. — 28 c. — Pexum
nocryma: http://e.lanbook.com/books/element.php?pll_id=62003

6. JuminoMHOE TpoeKTHpoBaHWEe Mo cren. KomruiekcHoe obecrieueHne WH(POPMAIMOHHON

0€30I1aCHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM [DIEKTPOHHBIM pecypc] : . — DIEKTpOH. JaH.
— M. : MI'TY um. H.O. baymana (MocKkoBCKuU# rocy1apCTBEHHBIA TEXHUUECKUI YHUBEPCH-
ter wumenn H.D. baymanma), 2011. — 80 c¢. — Pexum nocryna:

http://e.lanbook.com/books/element.php?pll_id=52421

7. XoBapa M. 19 cMmepTHBIX IpexoB, yrpoxamomux OezomacHoctu mnporpamm. Kak He momyc-
TUTh TUIIUYHBIX OIIMOOK [DNeKTpoHHBIN pecypc] : yueGHoe nocobue / XoBapa M., Jlebnank
., Buera JI. — 3Onexrpon. gan. — M. : JIMK IlIpecc, 2009. — 288 ¢. — Pexum gocryna:
http://e.lanbook.com/books/element.php?pll_id=1118

8 Ilepeyens pecypcoB HHGOPMAIHOHHO-TEJIEKOMMYHUKALMOHHOM ceTH « UHTEepHET» HeoO0-
XOAMMBIX VIl OCBOCHUS JUCHUILIMHBI

1. http://base.consultant.ru - F'octexxomuccust Poccuu. PykoBomsiimii 1okyMeHT. KOHIIENIHSI 3alUThI
CPE/ICTB BBIYMCIUTEIHHON TEXHUKHA OT HECAaHKIIMOHUPOBAHHOTO JOCTyIHa K WHpopmanuu, PykoBos-
uid JoKyMeHT. CpeIcTBa BBIUMCIIUTEIILHOM TEXHUKHU. 3allUTa OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K
unpopmanuu. [Tokazaresan 3aIIUIIEHHOCTH OT HECAHKITHOHUPOBAHHOTO JOCTyIa K WH(popMaIuu, Py-
KOBOJISIIMN TOKYMEHT. ABTOMAaTU3MPOBAHHBIC CUCTEMBI. 3alllUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTY-
na k naopmanuu. Knaccudukamus aBTOMaTH3UPOBAHHBIX CUCTEM U TPEOOBAHUS IO 3aIuTe HHPOP-
MalHH.

2. http://gostexpert.ru - CpemcrBa BBIYHCIATEILHON TEXHHMKH. 3allldTa OT HECAHKIIHOHHPOBAHHOTO
noctyna K uHdopmaruu. O01re TeXHHYecKue TpeOOBaHMS.
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3. http://standartgost.ru/g/TOCT P_34.10-2012 - Uudopmanmonnas texHonorus. Kpunrorpadudaeckas
3anmura nHpopmanuu. [Iporneccel popMupoBaHus 1 TPOBEPKH AIEKTPOHHOH 1 (PPOBOI 1Mo amucu

4. http://standartgost.ru/g/TOCT P 34.11-2012 - Muadopmanumonnas texnonorus. Kpunrorpadudeckas
3anuta HHGopManuu. OyHKIUS XIIMIUPOBAHUS.

5. http://docs.cntd.ru/document/gost-28147-89 - Cucrembl 00pabOTKH MHPOPMAIMH. 3alUTa KPUITO-
rpadudeckas. AJTOPUTM KpUNTOrpadhuvecKoro npeoopa3oBaHusl.

9 MeToauvecKue YKa3aHUA sl 00y4al0IIUXCH 110 OCBOECHUIO TUCHMILIHHBI

JuctunnuHa npexycmarpubaetr 10 gacoB sekiuid 1 12 yacoB mabopatopHbix padot. M3ydenue
Kypca 3aBepluiaeTcs SK3aMEHOM.

YcnemHoe n3ydeHue Kypca TpeOyeT MocelleHus JIEKIHUi, akTUBHOW padoThl Ha J1a00paTOPHBIX
paboTax, BHIMIOJHEHUS BCEX YUEOHBIX 33aJaHHM NMpEenogaBaTessi, 03HAKOMJICHHS ¢ OCHOBHOW U JIOTIOJIHU-
TEJIbHOU JUTEPATYPOH.

Bo BpeMms JIeKIIMH CTYJEHT JOJIKEH BECTU KPATKUM KOHCIIEKT.

PaGota ¢ KOHCTIEKTOM JIEKIIUN MTPEIoiaraeT MPOCMOTP KOHCIIEKTAa B TOT e JIEHb MOCIIEe 3aH ITH.
[Ipu 3TOM HEOOXOIMMO MOMETUTH MAaTE€pHallbl KOHCIEKTA, KOTOPbIE BBI3BIBAIOT 3aTPyIHEHUS JJIs OHU-
Manus. [Ipu 3ToM oOyuaromuiicss JOMKEH CTapaThCsi HAWTH OTBETHI HA 3aTPYAHHUTENbHBIE BOMPOCHI, UC-
I0JIb3Yysl PEKOMEHAYEMYI0 JIuTeparypy. Ecin eMy caMocTosTeNIbHO HE yJanoch pa3o0parhcsi B MaTepua-
1e, HeoOXoAuMO c(hopMyITHPOBATH BOMPOCH U 0OPATUTCS 3a MOMOIIBIO K MPENo1aBaTeo Ha KOHCYIbTa-
Y WIK Ha OJIMDKanIIe JIEKIINH.

OObyuaromemycsi HEOOXOUMO PETYISIPHO OTBOJIUTH BPEMsl AJisi TOBTOPEHUSI MPOUIEHHOTO MaTe-
puaia, IpoBepsisi CBOU 3HAHUS, YMEHHUS U HABBIKU 110 KOHTPOJIbHBIM BOIIPOCAM.

JlaGopaTopHbie padoThl COCTABIAIOT BaXKHYIO YacTh MPO(ECCUOHAIBLHON MOJITOTOBKH CTY/IEHTOB.
OHM HampaBJIeHbl Ha HKCIEPUMEHTAIBHOE MOATBEP)KICHUE TEOPETUUECKUX MOJIOKEHUN U (hopMUpOBaHHE
y4eOHBIX U TPOPECCHOHAIBHBIX MPAKTUUECKUX YMEHUI.

BrinonHenue cryieHTaMu J1abopaTopHbIX pabOT HAaIPaBJIeHO Ha:

00o00111eHre, cUCTeMaTU3alllio, YIiayOlieHHe, 3aKpereHue MOIyUYeHHBIX TEOPETUUYECKUX 3HAHUM
10 KOHKPETHBIM T€MaM JUCLHUIUINH;

(dopmMHUpoBaHKE HEOOXOIUMBIX MTPOPECCUOHATBHBIX YMEHUH U HAaBBIKOB;

Coneprxanue nabopatopHbsix padot ¢pukcupyercs B PI1J B paznene 4 HacTosiei mporpaMMBbl.

[Tpu nnanupoBaHUM J1a0OPATOPHBIX paboT cieayeT YUUThIBaTh, YTO HapsALy C BeIyLIEH Lenbio -
MOTBEPK/IEHUEM TEOPETUUECKUX TMOJIOKEHUH - B X0/1€ BBITIOJHEHUS 3aJaHUI y CTYA€HTOB (DOPMHUPYIOT-
Csl IPAKTUYECKHE YMEHHs M HAaBBIKM OOpaIlleHus ¢ 1JabopaTOpHBIM 000pyI0BaHUEM, annapaTypou u mp.,
KOTOpBIE MOTYT COCTaBJIITh YacTh Mpo(eccnOHaTbHON MPAaKTUYECKOM MOJATOTOBKH, a TaKXKe MCCIe/I0Ba-
TeNbCKUe yMeHUs (HaOnroaaTh, CpaBHUBATh, aHAIM3UPOBATh, YCTAHABIMBATh 3aBUCHUMOCTH, JENaTh BbI-
BOJIBI U 00OOIIEHUS, CAMOCTOATEIILHO BECTH UCCIIE0BaHNE, OQOPMIISITh PEe3yabTATHI).

CocraB 3agaHuii /i 1a00paTopHOi paboThI +CIUVIAHUPOBAH C TAaKUM PacueToM, YTOOBI 32 OTBe-
JIEHHOE BPEMsI OHU MOTJIM OBITh KAUYE€CTBEHHO BBIMOJIHEHB! OOJIBIINHCTBOM CTY/IEHTOB.

BeinonHenuto 1abopatopHbIX paboT MpeniecTByeT NpoBepKa 3HAHUHM CTYJ€HTOB — UX TEOpPETH-
YeCKOW FOTOBHOCTH K BBITIOJTHEHHIO 3aaHMUS.

IToMrMO cOOCTBEHHO BBINOJIHEHHS pabOTHI AJIs KaXI0i Ja00paTOpHOI pabOThl MpeaycMOTpeHa
MpoLeaypa 3alIUThl, B XOA€ KOTOPOW MPENoJaBareiab MPOBOAUT YCTHBIA WJIM MUCBMEHHBIM OIpPOC CTY-
JIEHTOB JUIsl KOHTPOJI TIOHUMaHUs BBINOJIHEHHBIX MU M3MEPEHUN, IPAaBUJIBHON MHTEPIPETALUU IO Y-
YEHHBIX PE3YJIbTaTOB U YCBOEHUS MU OCHOBHBIX TEOPETHUECKUX U MPAKTUUECKUX 3HAHUN 110 TeMe 3aHs-
THUS.

[Ipu moAroToBke K IK3aMeHY B JOIOJIHEHUE K M3YYEHHIO KOHCIIEKTOB JIEKIMHA U y4eOHBIX MOCO-
Ouii, HeOOXOAMMO IOJIb30BAThCA y4eOHOW JUTEPaTypOil, PEKOMEHJIOBAaHHON K HACTOSIIEH Mporpamme.
[Ipu moaroToBKe K 3K3aMEHY HYKHO U3YYHTh TEOPHIO: ONPEACIICHUS BCEX MOHITUI U MOAXO/bI K OL[CHU-
BaHUIO JIO COCTOSIHUS MIOHMMAaHMUS MaTepualla ¥ CaMOCTOSTEIbHO PELIUTh 110 HECKOJIbKY THUIIOBBIX 3a7au
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U3 Kax10i TeMbl. [Ipu pemenuu 3aqaq Bcera HE0OX0AMMO YMETh KaueCTBEHHO HHTEPIIPETHPOBATH UTOT
pelIeHus.

CamocrosiTtesbHas padora cryaeHToB (CPC) no nucuuiuinae urpaet BaXkKHYIO poJib B XOJI€ BCe-
ro yuyebHoro mporuecca. Meronuueckue Marepuanisl U pekomenaauuu ans odecnedenus CPC rotosres
MPENoIaBaTelieM U SBJISIIOTCA HEOTHEMIIEMOM YaCThIO MPOrPAMMBI.

10 Ilepeyenb HH(GOPMANUOHHBIX TEXHOJOTH, HCIIOJIb3YyeMbIX NPU OCYIIECTBJIEHNH 00pa3o-
BaTEJIbHOI0 Mpolecca Mo AUCHMILINHE, BKJIKYas NepedyeHb NMPOrpaMMHOrO odecriedyeHUsl M MH-
(GopMaALIMOHHBIX CIPABOYHBIX CHCTEM (NP HEOOXOAUMOCTH)

[Ipu npoBeneHuu JaGOPaTOPHBIX PadOT IpeaycCMaTpUBAETCS MCIIOJIb30BAHHE IEPCOHATBHBIX
KOMIIBXOTCPOB, OCHAIIICHHBIX HeO6XO,I[I/IMBIM KOMIIJICKTOM JIMOCH3WMOHHOI'O IIPpOIrpaMMHOI0 oOecrieueHus.
— Viusual Studio 2010 mo moamucke Dream Spark.

11 Onucanue MaTepuabHO-TEXHUYECKOH 0a3bl, HEOOX0AMMOI /I OCYLIECTBJIEHUsSI 00pPa30-
BaTeJILHOTO MPoLecca Mo TUCHUIJIHHE

JlekunoHHbIE 3aHATHSA:
Ayautopus.
JlabopaTopHble padoThl 110 JAHHON JAMCLHUILIMHE MPOBOJATCS B KOMIIBIOTEPHBIX Kjlaccax,
OCHAILIEHHBIX HEOOXOAUMBIM KOMIJIEKTOM IIPOrPaMMHOT0 00ecieueHHMsl.

ABTOp
KaHJ. TEXH. HayK, JOLICHT E.A. [TankpartoBa

3aB. kadenpoit BT

I-p TeXH. HayK, npodeccop A.C. ®enynos

[Tporpamma omoOpeHa Ha 3acenanuu kadeapelr 31 aBrycra 2016 rona, mporokon Ne 01.
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